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TEPMUWHDBI U OITPEJIEJIEHUA

AyteHTuukanus

be3zonacHocTs nH(pOpMAaIIK

I'ocynapcrBennas
nH(POPMAaILIMOHHAS CHCTEMA

JHoctyn k nuHpopmauu

JlocTynHOCTB

3amuTa nHGOpMaLuu
OT HECAaHKIIMOHUPOBAHHOT'O
JocTyna

3ammiaeMas “HGOpPMaIIHs

Wnentudukarms

Wudopmannonnas cucrema

NudopmarimorHabie pecypcsl

WudpopmannoHHbIe
TEXHOJIOTHH

Nudopmarus

Kontponupyemas 30Ha

JleiicTBUS IO TPOBEPKE MOUTMHHOCTH CYObEKTa JOCTYyIa B
WH(POPMAITMOHHOW CUCTEME

CocrosiHUE 3aIIUIIEHHOCTH HHPOPMALIUH, IPH KOTOPOM
obecrieueHbl ee KOHQUICHIINATbHOCTb, JOCTYITHOCTh U
LIEJIOCTHOCTh

WudopmanmonHas cucrema, co3jaBaeMas B LEJIX
peanu3ayy MOJTHOMOYHHA TOCYJapCTBEHHBIX OPTaHOB U
obOecrieueHuss oOMeHa HWHQpOpPMaUEH MEXKIYy OSTHMH
opraHamMi, a TaKKe€ B HUHBIX  YCTaHOBJIECHHBIX
(beneparbHBIMHU 3aKOHAMH LIEJISIX

Bo3morkHOCTB OyueHust HH(QOpMaLUU U ee
HCIOJIb30BaHMS

Cocrosinne uHpopManuy, XapakTepu3yeMoe
CIIOCOOHOCTBIO TEXHUUYECKUX CpEJICTB U
MH(}OpMaIMOHHBIX TEXHOJIOTUU obecrieunBaTh

OecnpensaTCTBEHHBIH JOCTYN K MH(pOpMalnuu cyObeKTOB,
MMEIOIIUX Ha 3TO OJTHOMOYHS

3amura uH(popManuuy, HaIpaBJIeHHas Ha
MpeI0oTBpaIleHIe MOTyYeHHS 3alUIaeMoi HHpopMaIuu
3aWHTEPECOBAaHHBIMH CYOBEKTaMH C  HapylIeHHEM
YCTaHOBJICHHBIX HOPMAaTUBHBIMH W NPABOBBIMH
JTOKyMEHTaMHU (axTamn) WIIH obnaaTestMu
nH(GOPMAaLIUK TIPaB WK MPaBUJI pa3rpaHUUYCHUS J0CTYIa
K 3aluiaeMond nHhopMaIuu

Nudopmarus, aprsrommascs npeJMeToM COOCTBEHHOCTH U
noJyIeXxaiasi 3aluTe B COOTBETCTBUHU C TPEOOBAHUSAMHU
MIPABOBBIX JIOKYMEHTOB WA TpeOOBaHUSIMH,
yCTaHABIMBAEMbIMU COOCTBEHHUKOM WH(OpMaIuu
[IpucBoenue cyobekraM U 00bEKTaM JOCTyIa
uAeHTUUKATOpan (M) CPAaBHEHUE TIPEIBSIBISIEMOTO
UICHTU(PHUKATOPA C IEPEYHEM IIPUCBOCHHBIX
UICHTU(PHUKATOPOB

COBOKYIMHOCTh cojiepxarieiicss B 06a3ax JaHHBIX
nH(popMaIu 1 00eCTIEUYNBAIOIINX €€ 00pabOTKy
MH(OPMAITMOHHBIX TEXHOJIOT M U TEXHUYECKUX CPEJICTB
OTnenbHbIE  JTOKYMEHTHI W OTJCIBHBIE  MAacCCHBBI
JOKYMEHTOB, JIOKYMEHTbl U MAacCHBBI JIOKYMEHTOB,
colmepxamuecs B UHGOPMAIIMOHHBIX  CHCTEMax
(bubmmotekax, apxuBax, (oHmax, OaHKaX aHHBIX,
MH(OPMAIIMOHHBIX CUCTEMAX APYTUX BUIIOB)

[Ipoueccrl, MeToAbl MOHMCKa, cOOpa, XpaHEHHs,
00paboTKH, MPeIOCTaBICHUS, PACIPOCTPAHEHUS
MH(POPMALIUU U CIIOCOOBIOCYIIECTBICHUS TAKHX
IIPOLIECCOB U METOJIOB

Ceenenus (cooOIIeH s, TaHHBIC) HE3aBUCUMO OT (POpPMBI
WX MPEACTABICHUS

[IpoctpancTBO (TEppUTOPUS, 31aHHUE, YACTh 3/1aHUS ),B
KOTOPOM HCKIJIIOUEHO HEKOHTpOJIMpyeMoe MpeObIBaHue
JIMII, HE UMEIOIINX TTOCTOSTHHOTO WJIM Pa30BOro JIOMYCKa,
Y TIOCTOPOHHHX TPAHCIIOPTHBIX CPEJICTB



KondunenunanbHOCT

O06paboTKa IepCOHATLHBIX
JaHHBIX

Omneparop

HepCOHaJ'IBHBIC JaHHBIC

VYrposa 6e3omacHoCcTH

uHpOpMauu

VYV 93BUMOCTE

LlenocTHOCTH

OO0s3arenbHOE Ul BBITOJHEHUS JIMLIOM, HOJIYYHMBIIUM
JOCTYI K ONpeAeseHHOH uHpopMmanuu, TpeOoBaHUE HE
nepeaaBarh Takylo MH(GOPMALMIO TPEThbUM JHUIlaM 0e3
coryiacus ee odyagarens

JleiicTBus (onepaunuu) ¢ NepCOHAIbHBIMU JAAHHBIMH,
BKJIFOYast cOOp, CHCTEeMAaTU3alUI0, HAKOIJICHHUE,
XpaHEHUue, YTOYHEHHE

(oOHOBIEHHE, U3MEHEHHUE), HCTIOIb30BaHMUE,
pacrpocTpaHeHue(B TOM YHUCIIe Mepeady),
obe3nnunBanue, OJOKMPOBaHHUE, YHHUTOKCHHE
MIEPCOHANBHBIX JTAHHBIX

IpaXJaHUH WIM IOPUANYECKOE JIUI0, OCYLIECTBISIONINE
NEATeNbHOCTh 10 JKCIUTyaTaluu  HH()OPMAIMOHHON
CHUCTEMBI,B TOM 4ucie 1o o0paboTke uH(pOpMaLUH,
cojiepkalieiics B ee 6a3ax 1aHHBIX

JIro6ast nH(popMalns, OTHOCAIMIAACA K HPSIMO WU
KOCBEHHO ONPE/IEIIEHHOMY WM ONPEIEIIEMOMY
(bU3UIECKOMY JTHITY

COBOKYMHOCTb  YCIOBHM U (paKTOpOB, CO3AAIOLIUX
MOTEHUUAIbHYI0O  WMJIM  pEalbHO  CYIIECTBYIOLIYIO
OIMACHOCTh, CBS3AaHHYIO C YTEYKOM HMH(POpMALMH W/WITH
HECAHKIIMOHUPOBAaHHBIMU W/MJM HENpeJHAMEPEHHBIMU
BO3JICUCTBUSIMHU Ha Hee

Henocrarok (cmabocth) mporpamMMHOro (IMporpaMMHO-
TEXHUYECKOr0)  CpeicTBa WM  MH(POPMAIMOHHON
CUCTEMbI B ILIEJIOM, KOTOpBIH (KOTOpas) MOXET ObITh
WCIONIb30BaHa Ui peanu3aluu yrpo3 0e30HacHOCTH
nHpopMaIuu

YcToiunBocTh uHpopMaLUn K
HECAaHKI[MOHUPOBAHHOMY WJIH CIy4aliHOMY BO3EHCTBHIO
Ha Hee B Ipouecce 00pabOTKM TEXHUYECKUMHU
CpeACTBaMH, pe3ydbTaTOM KOTOPOTO MOXET OBITh
YHHUYTOXECHUE U UCKA)KEHUE NH(OpMAIHN



OBO3HAYEHUSA U COKPALIEHUA

IocCTt P — TI'ocynapctBennsiii cranaapt Poccuiickoit denepanuu

[TonmuTuka — TlommTika nHGOPMAIIMOHHON 6€30IaCHOCTH TOCYAapCTBEHHOTO
010/DKETHOTO 00IIe00pa30BaTEILHOTO YUPEKACHUS CPEIHEH
o0OmeoOpa3oBarenbHOM mKosbl Nel13 ¢ yriryOiaeHHbIM
M3y4YEHHEM MPEeAMETOB HH(POPMAITHOHHO-TEXHOIOTUUECKOTO
npoduis [Ipumopckoro paiiona Cankt-IlerepOypra

I'BOY mkona Nel13 — T'ocynapcTBeHHOE Or0KETHOE 00I1Ie00pa3oBaTeIbHOe
yupexaeHue cpennss odneodpazoBarenbHas mkoiaa Nell3 ¢
yTIyOJIeHHBIM U3y4eHUEM MPEIMETOB HH()OPMAIIMOHHO-
TexHonoruueckoro npoguis [Ipumopckoro paiiona
Cankr-IlerepOypra

®dCB Poccun — @enepanpHas ciyx0a 6e3omacHoctu Poccuiickoit deneparuu

OCTHOK Poccun - CDe;[epaJIbHa;I cny>1<6a 110 TCXHUYCCKOMY U S3KCIIOPTHOMY
KOHTPOJIO



1 OBIIHME ITOJIOXKXEHUA

Hacrosimas IlonuTuka sBiIsSE€TCS AOKYMEHTOM, OMNPENENSIONIUM HaIlpaBICHUS
JeSITeNbHOCTUB 00J1acTH obecneueHus: HHPOPMALMOHHON 0€30MacCHOCTH U IPEeACTaBIIsIeT
co00¥ cucTeMaTH3UPOBaHHOE U3JIOKEHUE 11eNel U 3a/1a4 UH()OpMAIIMOHHOM 6e3011acHOCTH,
KaK OJHO WJIM HECKOJIbKO IMpaBuWJl, MPOLEAYpP, MPAKTUYECKUX INPUEMOB M PYKOBOJISIINX
MPUHIMIIOB, KOTOpbIMU  pykoBoacTByeTrcs ['BOY  mkoma Nell3, a Takxke
OpPraHU3allMOHHBIX, TEXHOJIOTMYECKUX M  MPOIEIYPHBIX aCHEKTOB  obOecreueHus
MH(POPMALIMOHHON O€30MTaCHOCTH.

[Tonoxenuss wHacrosmiedr [lomuTUKUM HE pacpoOCTPaHSIOTCA Ha O0O0eCIeueHHe
MH(OPMALIMOHHOW 0€30IIaCHOCTH CBEACHUHN, COCTABIISIOIINX IOCYIapCTBEHHYIO TalHY.

OcHoBHOI 3amaveii B obmactu uHpopManuoHHo Oe3zonacHoct ['BOY mikona
Nel13 npuzHaeT cCOBEpLIEHCTBOBAHUE MEpP M CPEACTB 0OecledeHus 3aluThl HH(OpMaLuu
uHpopMamoHHbIX pecypcoB ['BOY  mkonsrt  Nell3 B KOHTEKCTe  pa3BHUTHSA
3akoHojarenbcTBa Poccuiickoit denepanny U HOPM pEryaupoBaHus MUHPOPMaMOHHON
JeSITENbHOCTH B TEKYIIUX YCIOBHUSX (PYHKIIMOHUPOBAHUS UH()OPMALIMOHHOTO MOJIS.

[Tpu pazpabotke [TOMUTHKN yUUTHIBAINCH OCHOBHBIE NPUHIMITBI CO3[AHUS CUCTEM
3alIMThl HHPOPMAIUH, XapaKTEPUCTUKH W BO3ZMOKHOCTH OPTaHMU3aLMOHHO-TEXHUYECKHX
MEp U COBPEMEHHBIX MPOrPaMMHBIX M allapaTHO-IPOIPAMMHBIX CPEICTB 3aLUThI
uH(popMaIuu.

B pamkax cBoeii nestensHoctr 'BOY mikomna Nel 13 00s3yercs npeanpuHUMaTh BCe
BO3MOJKHBIE MEPHI JUIS 3alUThl HH(OpMaLUU OT Yrpo3 0e30nacHOCTH MH(OpMaIUH.

TpeboBanust ~ MH(pOpMALMOHHONH  0E30MAaCHOCTH,  COOTBETCTBYIOT  LIEJSIM
nestenpHocTd ['BOY mikosnelr Nel 13 u npeaHasHaueHsl 1711 CHUKEHUSI PUCKOB, CBSI3aHHBIX C
peanu3aiuen yrpo3 6€301macHoCTH HH(OpMAIIIH.

[Tomutuka goctymHa BceM pabotHukam ['BOY  mkomer Nell3 wu  Bcem
I10JIb30BATEIISIM €I'0 PECYPCOB.

2 LEJIA W 3AJAYM OBECHEYEHUS HWH®OPMAIIMOHHOM

BE3OITACHOCTUCyYy0bekThl HHGOPMAIMOHHBIN OTHOLIEHU I

CyObekTamu mpu obecrieueHuu uHpopMarmonHoi Ge3onacHocty B I'BOY mikona
Nel13 sBnsroTest:

pabOTHUKYU CTPYKTYPHBIX [TO/Ipa3/ieleHUH (B TOM YHCIIE YBOJICHHBIE);

rpaxJaHe, paboTaroIue 1Mo JoroBopaM IpakJaHCKO-TIPaBOBOT0 XapakTepa;

¢duznyeckue auua, NpeCTaBUTENIN KOHTPAreHTOB B paMKax UCIIOJIHEHUS JOTOBOPHBIX
00513aTEIIbCTB;

¢dusnueckue nuia, nogasmue oopamenue B aapec ' bOY mikonsr Nel13;

IOpUAMYECKUE JIMIA, B PaMKaxX HCIOJHEHHUS JOTOBOPHBIX O0S3aTeNbCTB WM BO
HCIIOJIHEHUH TpeOOBaHUU CO CTOPOHBI 3aKOHOAaTENbCTBA Poccuiickoit denepanuu;

OpraHbl TOCYapCTBEHHOM BIaCTH.

O0bexThl MHPOPMANMOHHBIX OTHOIEHHIH

O06bexTamMu HH(GOPMAITMOHHBIX OTHOLLIEHUH SIBIISIFOTCSI:

uHpopmarmonnsle pecypcsl ' BOY mkonsr Nel13;

roCyJapCTBEHHbIE WH(POPMALMOHHBIE cHCTeMBbl OmepaTopoM KOTOPHIX SBIISETCS
I'BOY mkoma Nell3;

npoueccel 00paboTku MHGopManuu B MH(opMannoHHbIX cuctemMax ['BOY mikomnsl
Nell3, unpopmanvoHHbIE TEXHOJOTHH, PErJaMEeHThl M Mpolenypsl coopa, 00paboTKH,
XpaHeHUsU nepesadn uHpopMaluu;

uH(pOpPMaLMOHHAs HHPPACTPYKTYPA, BKIIOYAIOIIAs CUCTEMBbl 00pabOTKH, XpaHEHUSIH
aHanu3a WH(POPMALUHU, TPOrPaMMHBIE M IPOrPaAMMHO-aIlNapaTHBIE CPEJICTBA, B TOM YUCIIE
KaHaJBICBSI3U U TEJIEKOMMYHHUKAIIHH;

CHCTEMBl U CpEICTBA 3alllUThl MH(OpMAIUK, OOBEKThl M MOMEIIEHHs, B KOTOPbIX
pasMelIeHbl cpeicTBa 00paboTKu MH(OpMAIIH.



Hean obecnnevennsi MHPOPMAIMOHHON 0€30I1ACHOCTH

OcHoBHOI 1enbpio obecrieueHus wuHpopmanuonHoi Oe3omacHoctu ['BOY  mikossi

Nell3 sBnsitoTCS [NEMCTBHA HampaBleHBl Ha JIOCTH)KEHHE 3aIIUTHl  CyOBEKTOB

MH(OPMAIIMOHHBIX OTHOUIEHUH OT BO3MOXKHOIO HAHECEHUS UM MAaTEepUaIbHOIO,

buznyecKoro, MOpaNIbHOIO WM HMHOro Yyiiepda, MOCPEACTBOM CIY4alHOTO WIIH

IpeHaMEPEHHOro BO3ACHCTBUS Ha MH(POPMAIUIO, B TOM YHCIIE:

ObecrnieueHust 0TKa30yCTONYUBOro (hyHKIIMOHUPOBAHUS TPOrPaMMHBIXU alapaTHoO-
nporpamMMHbIX cpeacTB 'BOY mikomnbr Nel 13 u npenocTaBiseMbIX CEPBUCOB;

Co0uro1eHUS TPABOBOTO PEKUMA UCIIOIB30BaHUS MACCUBOB M CPEJICTB 00padOTKU
uH(popMaIuy;

MPEIOTBPAIICHHS] pealn3aliy Yrpo3 6€30macHOCTH HHPOPMALIUU MTPH OCYLIECTBICHUN
nearenbHocTd I BOY mikomsr Nell3.

3agaun odecneyeHnst HHPOPMALIMOHHOW 0€30I1ACHOCTH

Joctuxenue nenei odecrnieyeHus: HHPOPMAITMOHHON 0€30MacCHOCTH U CBOWCTB
uHpopmaruu, I BOY mkomna Nel 13 pemaercs ciieyronmmMy 3a1a4aMu:

3alIUTHl OT HECAHKIIMOHUPOBAHHOT'O 10CTYIa K HHPOPMAILMOHHBIM pecypcam;

pasrpaHuyeHus JOCTYIA MOJIb30BaTeie K MH()OPMAIIMOHHBIM, aIllapaTHbIM,
MPOrpaMMHBIMU UHBIM PeCypcam;

pPErucTpaluy U NepruogUUecKOro KOHTPOIIS IeHCTBUI MoJib30BaTenel npu oopadboTke
3alUIIaeMoi HHPOPMAIK U IEPUOANYECKUN KOHTPOJIb KOPPEKTHOCTH UX JICHCTBUI;

KOHTPOJISL LIEJIOCTHOCTU Cpebl UCIOJHEHUS MIPOrpaMM U €€ BOCCTAHOBJIEHUE B
CllydaeHapyUICHHUS;

oOecrnieueHus ayTeHTU(DUKAIMK ¥ UISHTU(UKALUN T0JIh30BaTeNel, Y4acTBYIONUXB
MH(OPMALTMOHHOM OOMEHE;

o0ecrieueHus: HUCIPaBHOCTU NpPUMEHSAEMbIX B HMH(pOpManuoHHBIX cucremMax ['BOY
kol Nel13 cpencTs 3amuThl HHOOPMAIIHH;

CBOEBPEMEHHOI'0 BBISIBJICHHE HCTOYHHUKOB YTpo3 0€30MacHOCTH HH(POpMAITUH, TPUIHH
U YCIOBHH, CIOCOOCTBYIOIIMX HAHECEHHMIO yIlepOa 3auMHTEPECOBAHHBIM CyObEKTam
MH(OPMAIIMOHHBIX OTHOIICHHUIA;

CO3JIaHMEM CIIY)KObl MOHMTOPHHIAa M pEarupoBaHUS Ha Yrpo3bl Oe30MacHOCTH
MH(OpMaIMUU HETaTUBHBIE MTOCIIECTBHS;

CO3/IaHMEM YCJIOBUM A MHUHHMH3AI[MM HAHOCHUMOro yiiep0a HermpaBOMEpPHBIMU
JEUCTBUSAMU, U YCTpaHEHHUE MOCIEACTBUN HapyIIeHUs WH(OPMALMOHHOW 0e30MacHOCTH B
I'BOY mikone Nel13.

Pemienue BeimenepeuncieHubix 3agady B ['BOY mkone Nell3 ocymectBisiercs

MIOCPECTBOM: yUeTa BCEX MOJUIeKAIIUX 3aLTUTEe NHPOPMALMOHHBIX PECYPCOB;

KYPHAIMPOBAHUS JECWCTBUI TIEpCOHANA, OCYIIECTBIIIONIETO OOCITY)KHUBAaHHE U
MoOIM(DUKAIMIO MPOTPaMMHBIX U MPOTrpaMMHO-aNNapaTHBIX CPEICTB HH(POPMAIMOHHBIX
CUCTEM;

periJaMeHTaluy IpoLeccoB o0paboTku MHpopManuu, aeicTBui padbotHukoB I'BOY

mwKoiabl Nell3, oOCymIECTBIAIONIMX SKCIUIyaTallMI0 MPOrPAMMHBIX W MPOrpPaMMHO-

anmapaTHBIX CPEJCTB, HA OCHOBE YTBEPKJACHHBIX OPTaHU3aLMOHHO-PACTIOPSIUTEIbHBIX

JOKYMEHTOB I10 3aIiTe HHPOPMALINH;

Ha3HAa4YeHHUs] M TIOJArOTOBKOM pabOTHHUKOB, OTBETCTBEHHBIX 3a OpraHU3alUI0 H
OCYILIECTBIICHHE MEPONPUATUI IO o0ecrieueHn o nHpopMalmonHou o6e3omnacuoctu B bOY
mkomne Nell3;

HaJIeTICHUS] KaXJ0oro pa0OTHHKAa MHMHHMMAJIbHO HEOOXOIMMBIMHM TpaBaMd IpH
pabote B MH(GOPMAITMOHHON MHPPACTPYKTYpPE COrNIACHO MX JOJKHOCTHBIM OOS3aHHOCTSIM;

coOntoieHUs BceMHU paOOTHHKAaMH, SKCIUIYaTHUPYIOIIMMU U OOCITYXUBAIOLIUMU
porpaMMHbBIe M MpPOrpaMMHO-aNMapaTHble CpEeACTBa, TPeOOBaHWU OpPTraHU3ALMOHHO-
pacropsAMTENbHbIX JOKYMEHTOB IO BompocaMm obecreueHus HHGOpMALMOHHON
0€30I1aCHOCTH;



IEPCOHAIBHOM OTBETCTBEHHOCTBIO KaXJOro pabdOTHMKA 3a CBOM JCHUCTBUS,
YUYacTBYIOIIETO B paMKaX CBOMX (DYHKIIMOHAJBHBIX O0Osi3aHHOCTEH B Ipoleccax
aBTOMAaTU3MPOBAHHONW 00pabOTKM HHGOPMAIMM W HUMEIOIIEro JOCTYIl K pecypcam
MH(OPMAIMOHHBIX CUCTEM;

peanu3anMeldl  TEXHOJIOTMYECKMX  IpOLEeccCOoB  00paboTKM  MHpOpMauu ¢
MCI0JIb30BaHUEM KOMILIEKCOB OpPraHU3alMOHHO-TEXHUYECKUX MEp 3aIUThI [IPOrPAMMHOI0
obecrieueHus, MpOrpaMMHO-aINapaTHbIX CPEICTB;

OPUHATUS Mep 1o  oOecrneueHuro  (U3MUECKOM  LETOCTHOCTH  IPOrpaMMHO-

anmapaTHbIX

cpeacTB MH(GOPMALIMOHHBIX CUCTEM U MOJIEpP)KaHUEM HEOOXOIMMOro ypOBHS
3aLUIIIEHHOCTUKOMIIOHEHTOB;

UCIIOJIb30BaHUS MPOrPAMMHBIX U MPOTrPAaMMHO-ANMAPaTHBIX CPEICTB 3allUTHI
uHpopmaruuodpadareiBacmoM B 'bOY mikomne Nel13 u aqMuHHCTpATHBHON MOIJICPKKON HX
U CIOJIb30BaHMUS;

KOHTpONIE ~ COOMIONEHHS]  MOJNb30BATENsIMH  HWH(OPMAIMOHHBIX  CHCTEM

TpeOoBaHUiTIO oOecreueHn o HHPOPMALMOHHON 0€30MacHOCTH;

NpOBeNEHHs aHajK3a dPPEKTUBHOCTH MPUHSITHIX MEP 3aIIUTHI HH)OpMAIUK U
MIPUMEHSEMBIXCpeCcTB 3anuThl nHGopMmaruu B [ BOY mkomne Nell3;

pa3paboTKH ¥ peaju3aliy IPEUIOKEHUH 10 COBEpIICHCTBOBAHUIO CHCTEM 3
amuteinHGopmanu B I'BOY mikone Nell3.

3 MPUHIMUIIBI OGECIIEYEHUS NH®OPMAIIMOHHOM
BE3OITACHOCTH

OGecneuennie WH(POPMAIMOHHOW 0€30MACHOCTH, JIOJDKHO OCYIIECTBIISTHCS B
COOTBETCTBHHCO CJIETYIOIIUMH OCHOBHBIMH MPUHIIUTIAMHU:

IIpyHUMI 3aKOHHOCTH

[Ipu BEIOOpE MEpONPHUATHH 10 3amUTe WHGOPMAIUHU, IOJDKHO COOIIOAATHCS
JIeHCTBYIOIIEe 3aK0HOIaTenbCTBO Poccuiickoit denepanun B chepe 3anuThl HHPOpMAITAHU.

Bce paboTHHKM [OMKHBI HWMETh MpEACTaBICHHE OO0 OTBETCTBEHHOCTH 3a
MpaBoHApyIICHHUSI B cepe 3amuThl uHpopmanuu. [IporpamMmMHo-amnmapaTHele CpeiCTBa,
npumensiemble B ['BOY mikone Nell3, momkHbI MMETh COOTBETCTBYIOIIME JIMIIEH3UH,
ounManbHO MPHOOPETAaThCS y MPEACTaBUTENEH pa3padOTYMKOB JTUX CPEACTB HIIU
SBIISITHCSI MHTEIUIEKTYaIbHOM co0cTBeHHOCTHIO ' BOY mmikomber Nel13.

IIpuHIMI CHCTEMHOCTH

[Ipy co3gaHuM CHUCTEMBI 3alIUTHl JOJDKHBI YYUTHIBATHCS AKTYyaJIbHBIE YIPO3BI
Oe3oracHOCTH HH(OPMAIIHH, BO3MOXKHBIE OOBEKTHI M HAIIPABIICHUS aTaK Ha HEE CO CTOPOHBI
HapymmTened. CucreMa 3aliMThl JIOJDKHA CTPOHUTHCS C YYETOM HE TOJNBKO H3BECTHBIX
KaHaJIOB yTE€YKM HHQPOpPMAIMK, HO M C YYETOM BO3MOXKHOCTH TOSIBICHHS HOBBIX
VSI3BUMOCTEH B MPOrpaMMHOMOOECTICYCHUH.

IpuHIHN KOMIJIEKCHOCTH

KommiekcHOe HCIONb30BaHWE CPENCTB  3alluThl  MHGOpPMAIMKM  TpeanojaraeT
COTJIACOBAaHHOE TMPUMEHEHHE TIPU TOCTPOCHHH IIEIOCTHOM CHCTEMBI  3allUTHl,
MepPEKPHIBAIOIIEH BCE CYIIIECTBEHHBIE YIPO3bl 0€30M1acHOCTH HH(POpMaIy. 3anuTa J0/DKHA
CTPOUTHCA DIIETOHUPOBaHO. Du3nYeckas 3aluTa 0 kKHa o0ecrneunBaTbes (GU3MUECKUMU
CpeICTBaMH M OpTaHU3aIMOHHBIMH MEpPaMHU.

[Tpy mOCTpOEHUM, BHEIPCHHH W OKCIUTyaTallMM CUCTEMBI 3aIlUThI WH(GOpMAIUU
pykoBonctBo 'BOY mikoma Nel 13 obecrieunBaet yciaoBus st 3G PEKTUBHON KOOPAMHAITUN
JENCTBUI BCeX Jinil, 00eCeUNBAOIINX HH(HOPMAITMOHHYIO 0€30MaCHOCTb.

[IpuHUIHN CBOEBPEMEHHOCTH

Pa3zpaborka cuctembl 3amuThl WHGOpPMAIMU JOJKHA BECTHCHh MapajjiedbHO C
pa3paboTkoiin MH(GOPMAIMOHHON CHUCTEMBL. OTO TO3BOIUT y4ecTh TpeOOBaHUSA
0€30I1acCHOCTH MPU MPOSKTUPOBAHUN APXUTEKTYPHI U, B KOHEYHOM CYETe, CO3/1aTh Oolee



¢ dexTuBHBIE WH(OPMAIMOHHBIE CHCTEMBI, OOJAJAIOIINE JOCTATOYHBIM YPOBHEM
3aIUIIEHHOCTH.

[IpuHIUI IPpeeMCTBEHHOCTH

[TocTosTHHOE COBEPIICHCTBOBAHUE MEP M CPEACTB 3aIMTHl HHPOPMAIIMK Ha OCHOBE
MIPEEeMCTBEHHOCTH OPTraHU3allMOHHBIX W TEXHHYECKHX pEIIeHUN, KaJIpoBOro COCTaBa,
aHanmM3a QyHKIMOHUPOBAHUsS WH(DOPMAIMOHHBIX CHCTEM W CHUCTEMBI €€ 3alllUThl C
YY4eTOM M3MEHEHUH B METOJaX M CPEACTBaX IepexBara MHQPOPMAIUH, HOPMATHBHBIX
TpeboBaHM 10 3alUTEHH(OPMAITUH.

IpyHOMI 10CTATOYHOCTH

CooTBeTcTBHE YPOBHS 3aTpaT Ha oOecriedcHre WHPOPMAIHOHHONW O€30MacHOCTH U
[IEHHOCTU HWH(OPMAIMOHHBIX PECYpCOB Ha BEIMYMHY BO3MOXKHOro yiepba oT HX
pasrianieHus, YHUYTOXKECHHUSI U HCKaKeHUs. Vcmomp3yemble MEphl M CPEICTBAa 3allUThI
nHOpMaIM HE JIOJDKHBI yXYIIIaTh SPrOHOMHYECKHE ITOKA3aTeIi KOMITOHCHTOB
MH(OPMAIIMOHHBIX CUCTEM.

IIpuHUMI OTBETCTBEHHOCTH

BoznoxkeHue OTBETCTBEHHOCTH 3a obecrieueHre 0e30macHOCTH WHGOopMaluu U ee
00pabOoTKH Ha KaXJ0ro paOOTHUKA B TpEJeNiaX ero MoJHOMOYUi. B cOOTBETCTBUU € ATUM
MIPUHIIMIIOM PacIpe/ieiICHUE TIPaB U 00sI3aHHOCTEH PaOOTHUKOB CTPOUTCS TaKUM 00pa3oMm,
9TOOBI B ClIy4ae JH000ro HapyIIeH s OblT H3BECTEH HAPYIIUTENb.

IpuHUHMN 000CHOBAHHOCTH M TEXHUYECKOMH peau3yeMoCcTH

NudopMaimoHHble  TEXHOJIOTMH, IPOTPAMMHBIE W MPOrPaMMHO-AITapaTHBIC
CpeICTBa, MephI 3aIUTHl HHPOPMAIIUN JIOJKHBI OBITh PEaTM30BAHBI 1O COBPEMEHHBIM
pelieHusM, 00OCHOBAHBIC TOYKH 3PEHUS JOCTHIKEHUS 33JaHHOT'O0 YPOBHSI 3alIMIIIEHHOCTH
nH(popMaMu M HSKOHOMUYECKOM 11e1ecO00pa3sHOCTH, a TakXke  COOTBETCTBOBATH
YCTAaHOBJICHHBIM HOpMaM U TpeOOBaHUAMIIO Oe30MacHOCTH HH(OpMaIUK.

Ipunuun npogeccuonaanzma

Peanuzanuss Mep 3amuThl WHPOPMAIMM H  OKCIUTyaTallds CPEICTB 3allUTHI
nH(OpMaIUK JOIDKHA OCYIIECTBIATHCS MPO(HeCCHOHATBHBIMU CIIEIHAINCTAMHU.

[TpuBneueHne CHeMUANIU3UPOBAHHBIX OpPraHM3alUii K pa3padoTKe CpelICcTB H
peaM3anui  Mep 3aluThl WHQPOPMAIMH, MOATOTOBJICHHBIX K KOHKPETHOMY BHUIY
JIEATETLHOCTH 10 OOECTICUCHHIO 0e30MacHOCTH MH(POPMAIMOHHBIX PECYPCOB, UMEIOIINX
OTBIT MPAKTUYECKOW PAaOOTHI M JTUIEH3UU Ha MPABO OKA3aHUSI YCIYT B 9TOU 0OJIACTH.

IpuHIUNT MUHUMHU3AUUH NPUBUJIETHIi 0JIb30BaTe el

ObGecrnieyenre MOMb30BATENECH MNPUBWIECTHSIMU MUHHUMAIbHO JIOCTATOUHBIMH IS
BBIITOJTHEHHUS UMH CBOUX JOKHOCTHBIX 00s3anHHOcTer B ' BOY mikoine Nell3.

4 OCHOBHBIE TPEBOBAHMUA 110 3ALUTE
NHOOPMAIIMUOI'PAHUYEHHOI'O
JOCTVYIIA

Cucrema  3ammtbl  HMHQOpPMAIMM  JOJDKHA  MpPEAycMaTpuBaTh  KOMILIEKC
OpraHU3aIlMOHHBIX, TIPOrPAMMHBIX U IIPOrPaMMHO-AMITAPATHRIX CPEICTB U MEp TIO 3aIIUTE
nH(popmaIuu B rporecceee 00paboOTKH.

Bremonnenue TpeOoBaHMU JOCTHraeTcs 3a CYET peanu3alui Ha 00BEeKTax
nH(popMaTH3alMK Mep M0 3aIuTe HHPOpMaUu:

UICHTU(UKAIIUN U ayTeHTU(PUKAIIUKA CYOBEKTOB JOCTYNa B 00BEKTOB

JOCTYIIa; yIIPaBICHUIO TOCTYIIOM CYOBEKTOB JOCTYIA K 00BEKTaM

JOCTYTA; OrPAaHHYEHHIO POrPAMMHOM CpEJIbI;

3alIUTe MATMHHBIX HOCUTENEH MepCOHATbHBIX

JAHHBIX; PETUCTPAIIMU COOBITUH 06€30MaCHOCTH;

AHTUBHUPYCHOU

3alIuTe;

O0HAPYKEHHIO



BTOPKEHUI;
KOHTPOITIO (aHANM3Y) 3aIIUIIEHHOCTH MePCOHATBHBIX JaHHBIX;
00eCTIeUeHHIO0 [IETOCTHOCTA NH(DOPMAIIMOHHON CUCTEMBI U TIEPCOHATBHBIX
JAHHBIX;00€CTIEYEHUI0 TIOCTYITHOCTH MEPCOHAIBHBIX TaHHBIX;
3aIUTHI CPE/IbI
BUPTYyaJIU3aIUK;
3aIATHI TEXHUYECKUX
CPENCTB;
3amUThl UHOOPMAIMOHHON CHCTEMBI, €€ CPEJICTB, CHCTEM CBSI3H U MepeIadn
JAHHBIX; BBISIBJICHUIO MHIIMICHTOB U PearupoBaHue Ha HUX;
yIpaBiIeHUIO KOHpUTypauued HHPOPMALMOHHOW CHUCTEMBI U CHCTEMBI
UIUTHIIEPCOHATBHBIX JaHHBIX.
I'BOY mkoma Nel13, kak obmamaTens nHGOPMALIUK OTPaHUYEHHOTO JOCTYMA, TpU
OCYILIECTBJICHUH CBOUX MpaB 0053aHO:
co0JIro1aTh TIPaBa U 3aKOHHBIE MHTEPEChl MHBIX JIUII;
MPUHUMATh HEOOXOIUMBIE MEPHI 110 3aIlHUTE
nHpopmaruu;
OFpaHUYUBATh JOCTYm K HHPOpPMALMMU, €CIAM Takas OOs3aHHOCTh
YCTaHOBJIEHA3aKOHOaTenbCTBOM Pocculickon denepanun.
B TtomM wuuncie I'BOY mkoma Nell3, BIIpaBe, €CIM HHOE HE
MPEyCMOTPEHO3aKOH0AATENBCTBOM Poccuiickoint Penepanuu:

paspelath WIM OIpaHUYMBATh JOCTYN K HMH(OpMAIMM, ONpeNeNiTh MOPSIOoK U
YCIIOBUS TAKOTOAO0CTYIIA;

UCIOJIb30BaTh MH(OpPMALMIO, B TOM UHCJIE pPACHPOCTPaHATH €€, IO CBOEMY

YCMOTpPEHMIO; TepeAaBaTb WHPOPMALUIO APYrMM JIMIIAM HAa YCTaHOBJIEHHOM

3aKOHOAATEIbCTBOM
Poccuiickont @enepanuy OCHOBaHUH;

3allMIIaTh  YCTAHOBJIEHHBIMH  3aKOHOJATENbCTBOM  Poccuiickoit ~ @epepanuu
cmocobaMu CBOM IpaBa B Cllydyae HE3aKOHHOIO TOJNy4eHUs HHPOpPMALUU WIH ee
HE3aKOHHOT'O HCIOJIb30BAaHUS WHBIMU JIUIAMU;

OCYILLECTBIIATh MHBbIE JAEHCTBHs ¢ HMH(pOpMAaIMed Wi pa3pelarb OCYLIECTBIICHUE
TaKuX JEHCTBHM, €cau 3TH ASHCTBHS HE MPOTUBOpEYaT (eiepaabHbIM 3aKOHAM U JPYTUM
HOPMAaTHBHO-IIPaBOBbIM akTaMm Poccuiickoit denepannu.

3ammra MHPOPMALMU OrPAaHMYEHHOIo JOCTyNa IPEICTaBIsAeT COOOH NpUHATHE
OpraHU3allMOHHBIX U TEXHUUYECKUX Mep, HAlIPABJICHHBIX Ha:

coOmoieHne KOH(UACHIIMAIBHOCTH MHPOpPMauu (UCKIIOUEHHE HEMPaBOMEPHOTO
JIOCTYIa, KOMUPOBAHHUS, IPEIOCTABIEHUS WU PaCPOCTPAHEHUsI THPOPMALIUN);

obecriedeHne  LEIOCTHOCTH  MHGpopMauuu  (UCKIIOYEHHE  HENPaBOMEPHOIrO

YHU
YTOXKEHUSMIIA MOIU(DULIIMPOBAHUS HHPOPMALIUHN);

peanu3alMio IMpaBa Ha JOCTYN K HH(popManuu (MCKIIOYEHHE HENpaBOMEPHOTrO
OJ0KUPOBaHUSAMH(POPMALINN ).

CpeacrtBa 3auuThl HHGOPMAIIUU BHEAPSIOTCS MO PE3yabTaTaM MPOBEIEHUS OLIEHKU
PHUCKOB MH(POPMALIMOHHON 0€30M1aCHOCTH.

OpraHusanus 3alMThl HHPOPMALUH

IIpu opranmzauuu B I'BOY mkome Nell3 3amuTel uHpOpMaLMM, TOHKHBI
BBITIOJIHATHCS TpeboBanms DenepanbHoro 3akoHa ot 27.07.2006 Ne 149-03 «O6
uHpopMaluy, WH(OPMALMOHHBIX TEXHOJIOTHSAX M O 3alMTe HH(OpMAIUN», KOTOpbIE
PErylupyoT OTHOIICHHUS], CBSI3aHHbBIE
C YCTAQHOBJICHHEM, M3MEHEHHUEM W MpEeKpalleHHEeM pexuma o0paboTKH 3alMIaeMoi
uHpopmanmu. B ToM umcne TpeOoBaHMA O 3amMTe HMHPOPMAIMH, HE COCTaBIISIOLICH
rOCYIapCTBEHHYIO TaifHy, CoOJepXalleiics B TOCYJapCTBEHHBIX HWH(POPMALMOHHBIX

3a



cucremax yrBepxkacHHbIe npukazoM O®CTOK Poccum or 11.02.2013 Ne 17 «O06
yTBEpKACHUHU TpeOOoBaHUI O 3ammTe WHPOPMAIUU,HE COCTABIAIONIECH TOCYIaPCTBEHHYIO
TaifHy, CcoJepKamieiics B TOCYAapCTBEHHBIX HWH(GOPMAIIMOHHBIX CHCTEMax» IS
roCyapCTBEHHBIX MHPOPMAIIMOHHBIX cucTeM 10 KoTopbiM ['BOY mikona Nel13 sBnsiercst

Oneparopom.

B I'BOY mixone Nel13 momMumo peanu3anu OCHOBHBIX MEp 3allMThl MH(OpMAIHH
OCYILIECTBIISIETCS:

peryisipHas OLIEHKa u yIIpaBJIeHUE pUCKaMu MH(pOPMAaLMOHHOM
0€30MacHOCTH B COOTBETCTBUU C YCTAHOBJICHHBIMHM IPOLEypaMH B OOJIACTH YIpaBJICHUS
pHUCKaMU;

uHpopMupoBaHue, oOOydYeHHE ¥ TIOBBINICHHE KBAIM(PUKAIHK PAOOTHUKOB
I'BOY mixonsr Nel13 B cdepe nndopmanroHHoi 6e30macHOCTH;

MeTOoAnYecKas MOMOIIb pabOTHHKAaM B BOMpocax obOecredeHuss WH(OpMAIMOHHON
0e30MacHOCTH;

aHaJIN3 ¥ MOMCK BO3MOXHOCTEH MO MOBBIIICHUIO YPOBHS 3aIIUIIIEHHOCTH HH(OpMALIHH.

Jst opranmzanuu 3ammthl nHGopMmaruu, [ BOY mkoma Nell3 BmpaBe mpuUMeEHSITH
CpeICTBa UMETObl TEXHUYECKON 3alUThl, IPEANPUHUMATE JAPYyrue, He MPOTUBOpEYalle
3aKoHOaTeNnbCTBY Poccuiickon denepannu, MEpHIL.

B pamkax obGecriedeHusi 3amuThl MHPOPMALUHU, B paMKax TPYAOBBIX OTHOLICHHMA
HEO0OXO0MMO O3HAKOMUTH IO/ POCIHCH PAaOOTHUKOB, JOCTYI KOTOPBIX K HH(pOpMAIMH
OIPaHUYEHHOT'0 JIOCTyNa, HEOOXOOUM JUIsl BBIMOJHEHHS HWMH CBOMX JOKHOCTHBIX
00513aHHOCTEH, C epeyHeM HHPOPMALIMU OTPaHUYEHHOI'0 10CTYyMa, U NpuHATEIMU B T BOY
mkosie Nel 13 mepamu 3amuThl HHGOPMALIHH.

Oco0eHHOCTH 3aA1UTHI EPCOHATbHBIX JAHHBIX

[Tpu opranmzanuu ob6paborkn B I'BOY mkome Nell3 mnepcoHanbHBIX JaHHBIX
HE0O0XOJMMO PYKOBOJICTBOBAThLCS TpeboBaHusMu Denepanbroro 3akona ot 27.07.2006 Ne
152-®3 «O nepcoHaIbHBIX JaHHBIXY.

[lepeyenr Mep, BhIMOIHEHHE KOTOpHIX obOecrmeunBaeT ['BOY mkoma Nell3 B
Ka4yecTBe OllepaTopa MepCOHAIbHBIX JaHHbIX, TOJDKEH BKIIFOYATh:

HazHaueHre B ['BOY mikone Nell3 orBeTcTBEHHOro 3a opraHusanuio o0paboTKu
[EPCOHAIBHBIX JaHHBIX;

pa3paboTKy JOKYMEHTOB, ONpEIESAIOIIMX MpaBUia B OTHOIIEHHUH OOpabOTKU
nepcoHalbHbIX AaHHBIX B ' BOY mikone Nell3, mokanabHBIX akTOB IO Bopocam 00paboTKH
[EPCOHANIBHBIX JAHHBIX;

IpUMEHEHHE OPTaHU3aLMOHHBIX U TEXHUUYECKHX Mep 10 00ecTIedeHHIo 6e301acHOCTH
MEPCOHANBHBIX TaHHBIX B COOTBETCTBUMH CO cTaTheld 19 DenepanpHOro 3akoHa OT
27.07.2006 Ne 152-®3 «O nepcoHaIbHBIX JaHHBIXY,

BBIMOJIHEHHE TpeOOBaHUH MO COCTaBY U COJEP)KAHMIO OpraHU3allMOHHBIX U
TEXHUYECKUX Mep IO OOecleYeHHnt0 Oe30MacHOCTH TEPCOHATBHBIX JAHHBIX TNPH HUX
00paboTke B HH(MOPMAIMOHHBIX CHUCTEMAaxX IMEPCOHAIBHBIX JAaHHBIX YTBEPKIEHHBIX
[Tpukazom @CTIK Poccun ot 18.02.2013 Ne 21 «OO6 yTBEp>KI€HHH COCTaBa U COJIEP KaHUS
OpraHU3allMOHHBIX U TEXHUYECKHX MEp IO 00eCledYeHnI0 0e30MacHOCTH MepCOHAIBHBIX
JAaHHBIX MPHU UX 00paboTKe B MH(OPMALIMOHHBIX CUCTEMaX MEPCOHANBHBIX JTaHHBIX);

OLIEHKY Bp€Za, KOTOPbII MOXET OBITh NPUYUHEH CYOBEKTaM IEepPCOHAIBHBIX
MaHHBIXB ciydae HapymeHusi @enepanpHoro 3akoHa Ne 152-®3, coorHomeHue
YKa3aHHOTO BpeJau MPUHUMAaEeMbIX OIEpaTOpOM Mep, HAIpaBJIEHHBIX Ha oOecredyeHue
BBITIOJIHEHHSI 00S13aHHOCTEH, MTpeayCcMOTpeHHBIX DenepanbHbiM 3akoHoM Ne 152-D3;

o3HakomsieHue  paborHukoB  ['BOY  mkomer  Nell3,  HemocpeacTBEHHO
OCYIIECTBJISIOMIUX ~ 00pabOTKy  TEPCOHATBHBIX JAHHBIX, c MOJIOKEHUSIMU
3akoHoJarenbcTBa Poccuiickoit @Penepanuu 0 NMEepCOHATIBHBIX JAHHBIX, B TOM YHUCIIE
TpeOOBaHUSAMHM K 3allUTE€ NEPCOHAJBHBIX MaHHBIX, JIOKYMEHTaMH, ONpPEACISIOIIUMU
tpeboBanusi ['BOY mkomner Nel13 B oTHomeHnn 0OpaOOTKM MEPCOHAIBHBIX ITAHHBIX H



oOydeHwue, Mpyu HeoOXOIUMOCTH, YKa3aHHBIX PAOOTHHUKOB.

ObecrnieueHne 0€30MaCHOCTH MEPCOHANBHBIX JAHHBIX JOCTUTAETCS, B YaCTHOCTH

ONpeNeNiecHueM  yrpo3 W HapymuTelneid  O€30MacHOCTH  MEePCOHATBHBIX
JTAHHBIX MPU UX 00paboTKe B MHPOPMAITMOHHBIX CUCTEMaxX MEPCOHATBHBIX JaHHBIX;

ONpe/IeNICHUEM  YPOBHS 3alUIIEHHOCTH NEePCOHANBHBIX TAHHBIX B
cootBercTBUUC TpeboBanusimu [loctanosnenus [IpaButenscrBa Poccuiickoit denepanuun
or 01.11.2012 Ne 1119 «O6 yrBepkAeHHHM TpeOOBaHWUI K 3alIUTe IEPCOHATBHBIX
JaHHBIX TpU HUX 00paboTKeB MH(OPMAIIMOHHBIX CHCTEMaX MEPCOHANBHBIX TAaHHBIX);

MPUMEHEHUEM TMPOMICAIINX B YCTAHOBIEHHOM IMOPSIKE MPOLEAYPY OLIEHKHU
COOTBETCTBHS CPEJICTB 3allUTHl HHPOPMAIIUU;

olileHKON 3((PEeKTUBHOCTH MPUHUMAEMbIX MEp MO 3alIUTe MEPCOHATbHBIX JTaHHBIX
JI0 BBOJIAB AKCILTyaTalMIO HHPOPMAIIMOHHON CHCTEMBbI IEPCOHANBHBIX TAHHBIX;

BOCCTaAHOBJICHHUECM NEPpCOHATTBbHBIX JaHHBbIX, BCJIICACTBUC MOJTy4YCHUA
HCCAaHKIIMOHHUPOBAHHOI'O JOCTYIIAa K HUM;
YCTAHOBJICHUCM paBuUJl A0CTYIIa K MEpCOHAJIbHBIM JaHHBIM,

o0pabaThiBaéMBIMB MH(POPMAIIMOHHBIX CHCTEMax TMEPCOHANBHBIX JAHHBIX, a TaKKe
obecrieueHueM perucTpaluy U ydyera BcexX JEHCTBUM, COBEPIIAEMBIX C IEPCOHAIbHBIMU
JAHHBIMU B UH(OPMAIIMOHHBIX CUCTEMAXIEPCOHATBHBIX JaHHBIX;

KOHTPOJIEM 3a MPUHUMAEMbIMH MEpaMHU [0 3allUTe MEePCOHAIBHBIX JaHHBIX U
OIpE/IeJICHHOIOYPOBHSI  3aIMIIEHHOCTH HMH(MOPMAIIMOHHBIX CHCTEMax I[epCOHAIbHBIX
MaHHBIX B TPOIIECCEe €€ IKCILTyaTallUu.

5 OCHOBHBIE TPEBOBAHUA K ITIPOINECCAM
OBECHEYEHUSUH®OPMAIIMOHHOM
BE30OITACHOCTH

Meroaudeckoe pPYKOBOACTBO, pa3pa0OTKy pemIeHWN MO 3amuTe WHGOpPMAIHH,
COTJIACOBaHUE BHIOOPA CPEICTB BBIYUCIIUTEIIFHON TEXHUKH, POrPAMMHBIX U TIPOrPaMMHO-
anmapaTHbIX CPEJCTB 3alllUThl HH(OpPMAIMK, OpraHU3alHi0 pPadOT IO BBISBICHUIO
BO3MOXKHOCTEH W TPEAYNPEeKISHUI0O YTEYKH W CBOWCTB 3alluiiaeMod HH(OpPMAIIHH,
aTTeCTalI0 OOBEKTOB HWH(OPMATH3AIUU OCYIICCTBIISIIOT KOMIICTCHTHBIC CTPYKTYPHBIC
noapazaeneHus ' bOY mikomer Nel13.

dusnyeckas 60e301aCHOCTH

[IpuHATbIE OpraHU3allMOHHBIE M TEXHUYECKHME Mepbl Mo 3amute nomeuieHuid 'bBOY

IITKOJIBI
Nel13, cepBepHOro ¥ KOMMYTAIIMOHHOT'O O0OpPYAOBaHUs, aBTOMAaTU3UPOBAHHBIX PabOdMX
MecT moib3oBareneid nHpopmanuoHHblx cucteM ['BOY mkomnsr Nell3 obecneumBaroT
pean3annio CIeayoIUX Mep Mo:

pasrpaHu4eHUIo joctyna paboTHMKoB B mnomenieHus ['BOY mkonsr Nell3 B
COOTBETCTBHUH C UX MOJTHOMOYHUSMHU U JOKHOCTHBIMU 00S3aHHOCTSIMU;

peructpanuu (HakToOB BXOJa PaOOTHUKOB B TOMENICHUS, B KOTOPBIX BEAETCS
00paboTKa MepCcoOHATBHBIX JaHHBIX;

KOHTPOJUPYEMOMY TMpeObBaHUI0 MOCTOpoHHUX Juil B ['BOY mxkome Nell3 B
MOMEIIEHUsI, B KOTOPBIX BeJeTCs 00paboTka MH(OpMANUU OTPaHHMYEHHOrO JOCTYyMa WU
pa3MeIleHbI anmnapaTHpie CpeAcTBa HH()OPMAITMOHHOM CHCTEMBI;

OpraHM3alli pPeXuMa KOHTPOJIHUPYEMOTO BHOCA/BBIHOCA CPEACTB 00pabOTKH

unpopmaruu. Ilomemenus ['BOY mkomer Nell3 momkHbl OBITH 0O0OPYIOBAHBI

JIETEKTOpaMH OTHS W JIbIMA,

OTHETYIIUTENSIMA, CHCTEMaMU KOHJWLIHMOHUPOBAHUS BO3AYyXa, CPEACTBAMU OXPAHHO-
[IO’KAPHON CUTHAJIM3ALUU.

OcHOBHOE cepBepHOE U KoMMYyTalrmoHHoe obOopynoBanue I'BOY mxkomer Nell3
JOJKHO OBITH3AIIUIIEHO OT Mepe0oeB B Mojaue AIEKTPOIHEPTUH MyTeM MOIKIIOUYEHUS K
ANEKTPOCETH C TPHUMEHEHHEM HCTOUYHUKOB OecrepeOoiiHOr0 MUTaHHs W PEe3epPBHOTO



nusenb-reHeparopa. Mcrounuku OecriepeOOMHOr0 MHTaHUS HEOOXOIWMO PETYISIPHO
TECTUPOBaTh U TNPOBEPATh YMOIHOMOYEHHbIM paboTHukaM [BOY mxonsr Nell3 B
COOTBETCTBUH C PEKOMEHIALUSAMU TPOU3BOJUTENS.

[TopTaTuBHBIE TEXHUYECKHWE CPEACTBA HE JIOJDKHBI OCTaBaThCSA 3a IpejesiaMu
koHTposupyemon 30HbI  BOY mikomsr Nel 13 6e3 koHTpostst co cTopoHbl padoTHHKOB [ BOY
rrkosel Nel113.

Be3onmacHocTh Ha padoyem mecte

3amperiaercss BeCTH 3alHCh Mapojeil B OTKPLITOM BHIE Ha MaTepHalbHBIX
HOCHUTENS],3a UCKJIFOUEHNEM CIIy4aeB, PErJaMEHTHPOBAHHBIX METOJI0OB XPaHEHHS.

JIOKyMEHTBl U HOCUTENM ¢ HH(OpManueld OrpaHUYEHHOrO JOCTYIA JOJIKHBI
youpaTbCsiB  oredarbiBaeMble MecTa (ceiidbl, mkapel W T.1.), TPU yXOAe C
pabouero mecta.Ha aBromaTusupoBanHom pabouem mecte [lonbp3oBarens paboyas ceccust
JIOJKHA OBITH TIpepBaHa, pabouunii cton 3a0aokupoBaH. Bxos monb3oBaTesst B CUCTEMY HE
JIOJI’KEH BBITIOJHATHCS aBTOMATUYECKH.

JloKkyMeHTBI, cofepxaliie HH(HOPMAIMIO OIPAaHUYEHHOT0 JOCTYIIA, JAOJDKHBI Cpas3y
M3bIMATBCSl W3 TeYaTaloumMx ycTpoucTB. [l  yTunusanuu  KOH(HICHIHMATbHBIX
JIOKYMEHTOB, JIOJKHBI HCII0JIb30BAThCA YHUUTOXKUTENIN JOKYMEHTOB HE HUXKE 4 YpOBHS 10
CTaHAAPTy 0E€30IaCHOCTH, IPUMEHIEMOMY K YHUUTOXKUTEISAM JTOKYMEHTOB.

[Tpu ncnonbp30BaHUM MOOWIIBHBIX TEXHHUYECKHX CPEACTB HEOOXOAUMO COOIIOIATh
JIOTIOJIHUTEbHBIE MEpbl IO  perjiaMeHTallid ¥ KOHTPOJIIO  HCIOJIb30BAHUS B
MH(OPMAITMOHHON CHCTeME MOOUIIBHBIX TEXHUYECKUX CPECTB.

Haxoxnaenue mnpencraBuTellell OPUAWYECKUX JIMIL B paMKax MCIOJIHEHHUS
JIOTOBOPHBIX 0053aTENIBCTB B MOMEILIEHUSAX B KOTOPBIX BeneTcss o0paboTka MHGpOpMaIun
OIPaHUYEHHOr0  JOCTylMa MWHGOPMAIIMOHHOM  CHUCTEMBI, BO3MOXXHO TOJIBKO B
conpoBoxaenun paborauka ['BOY mkonsr Nell3 momymieHHoro a0 o6paboTkKH Takoi
uH(popMauu.

Pa3menieHne TeXHMYECKUX CpPENCTB BbIBOAAa HHpopManuu B mnomemnieHusx ['BOY

IIKOJIBI
Noll3 mpousBOAMUTCS C Y4E€TOM HCKIIOUEHHS BO3MOXKHOCTH BHM3YaJbHOI'O IMPOCMOTpa
nH(OpMaIUU TOCTOPOHHUMHU JIMIIAMU U PAOOTHUKAMH, HE TOMYIEHHBIM K paboTe ¢ TaHHOM
uHpopmaruei.

TexHHUECKHe CPeACTBa TODKHBI Pa3MEIIaThCsl U XPAHUTHCS TAKUM 00pa3oM, YTOOBI
COKpATUTh BO3MOXHBIN PUCK MOBPEXKICHUS U YIPO3bl HECAHKIIHOHUPOBAHHOT'O JOCTYIIA.

Texnuveckoe 00cay;KuBaHue 000pPyI1OBAHUS

Texuuueckue cpencrsa ['BOY mkona Nell3 gomkHBI MPOXOAUTH HA PETYISPHON
OCHOBE CEpPBHUCHOE O0CITYXKMBaHHE B COOTBETCTBUHU C PEKOMEHJIAIUSMU MPOU3BOUTENIEH
000pyaOBaHUs.

PemonTt U CEepPBUCHOE OOCITYXHBaHHUE OOOpPYJOBAHUS JIOJKHBI BBHITONHITHCS T
OJTbKOKBATM()UIIMPOBAHHBIMU CITCITAATUCTAMH.

Texnuyeckoe oOCTyXMBaHUE OOOPYIOBAHMS CTOPOHHMMH OpPraHMU3AIMSIMHU HE
JOJKHOIIPUBOIUTH K PHCKY HAPYIICHHS KOH(PHUICHIIUAILHOCTH 3aIIUAIIAeMON HH(POPMAITIH.

B3aumoneiicTBue ¢ TpeTbUMH JTHLAMU

B mnensx obOecneuenns wuHdopmanuonHod Oe3zonmacHoctn ['BOY  mikona
Nel13 npuB3aumoneiictBun
C TPETHUMH JIUIIAMH JIOJDKHO BBIMTOJHATH CIEAYIOIIUE MEPOIPHUSTHUS T10:

3aKJIFOUEHUIO COTJIAllleHUs O HepasrialleHnu HH(OpMaluu OrpaHUYeHHOr 0 JOCTYIa
MOJTyYEHHOU B XOJI€ CIIOJIHEHHUS JOTOBOPHBIX 0053aTEIbCTB;

OCYLIECTBJICHUIO KOHTPOJISI 3a JCHUCTBHUAMM IPEICTABUTENICH KOHTPAareHTOB B
npenenax KoHTposupyemon 30061 ' BOY mikomnbr Nel13.

YnpasJ/ieHne sKu3HEHHbIM HMKJIOM HH(POPMALMOHHBIX CHCTEM

MeponpusiTisi B TpoOIEcCe JXKU3HCHHOrO IuKiIa WH(OpMaruoHHbX cuctem ['BOY



nrkoiel Ne113 10mKHBI OBITH HampaBIeHBI HA 0OECIIeUYeHUE 3alUThl HH(GOPMAIUU TTPH

BBOJIC B JEHCTBHE, HKCIUIyaTallid, CONPOBOXKACHWUM U MOJEPHHU3ALMHU, BBIBOJA M3

IKCIUTyaTalluH.

OcHoBaHueM mpu pa3paboTKe HH(OPMALMOHHBIX CUCTEM JOJDKHBI SIBISTHCS
pelLleHHs IPUHATBIE Ha CcTaJuu (GOpMHUpPOBaHMs TpeOOBaHU, conepxkaliue TpeOOBaHUs
B TOM WYHCIIENO CUCTEME 3aIllUThl HH(OPMAILIHH.

Jlroboe TmuTaHMpyeMoe K BHEIPEHUI0 HM3MEHEHHE WH(OPMAIIMOHHON CHCTEMBI
IPEIBApUTENBHO JOJDKHO OBbITh MPOAHATU3UPOBAHO HA COBMECTUMOCTb U OTCYTCTBUE
HapyLeHUH paboToCIOCOOHOCTH CHCTEMHBIX KOMIIOHEHTOB B TOM YHCIIE CPEACTB 3alUThHI
nHpOpPMaLINH.

Pabotsl mo MogepHU3ay HHPOPMAITMOHHONW CUCTEMBI, B TOM YHCIIE 0 YCTAaHOBKE
nporpaMMHOro obOecrieueHuss U OOHOBIICHUH, MOJDKHBI MPOBOAUTHCA B Hepabouee BpeMs
WM BpeMsHaUMEHbLIEH pabouell Harpy3KH.

[Tpu BBIBOZIE M3 3KCILTyaTallMM MH(MOPMALIMOHHBIX CUCTEM JIOJDKHO OOecreunBaThes
rapaHTHPOBAaHHOE YyjAajeHue oOpabaTbiBaeMOM M XpaHUMOM B HHUX HH(OpManMMU C
MCTIOJIb30BaHUEM CPEJICTB TapaHTUPOBAHHOTO YHHYTOXKEHHS WH(OpMAIMKM WIH TyTEM
(PMBUYIECKOTr0 YHUUTOXKECHHS HOCUTENIeH HH(POPMAIIUH.

Bcee mponenypsl obecriedeHust 3amuThl MH(pOpMaluM, ycraHoBieHHble B ['BOY
mkone Nell3 B oTHomeHMM HWH(POPMAIIMOHHBIX CHUCTEM, JOJKHBI BBITIOTHATHCS U
KOHTPOJIMPOBATBCS OTBETCTBEHHBIMM JIMIIAMU 3a OpraHU3aluio0 paboT M0 3aluTe
uH(popMaIuu.

KonTpous 1octyna k nHGOpMAIHOHHBIM CHCTEMaM

Bce paborauku ['BOY mikonst Nel13, nonyimenHsie k pabore ¢ nH(OpMaliOHHBIMU
CHUCTEMaMH HECYT MEepCOHAJIbHYI0 OTBETCTBEHHOCTh 3a HapYyLIEHHs YCTAHOBJIEHHOI'O
nopsizika 00paboTKu HHPOPMALIUH.

YpoBeHb MOMHOMOUKH MONb30BaTenss B UHPopmannoHHoi cucreme I'BOY mikomsl
Nel13 nonmxeH onpenenaTscsi B COOTBETCTBHHM € €r0 JOJKHOCTHBIMU O0SI3aHHOCTSIMU.

Hoctyn mnonb3oBareneil Kk wuHpopmannoHHbIM cucreMaM ['BOY mkomsr Nell3
JIOJ’KEH KOHTPOJIMPOBATHCSA aJMUHUCTPATOPOM MH(OPMALIMOHHON CUCTEMBI.

OcyiecTBieHHe  PEryjlsipHOrO  KOHTPOJSl  BBIIOJIHEHUS  OpraHU3alMOHHO-
pacropsAUTENbHBIX JOKYMEHTOB, KacaroIlUXCs perjaMeHTallud JOMycKa paOOTHHKOB
I'BOY mxonsr Nel13 k nHGOpMALIMOHHBIM CHCTEMAaM.

Nnentudpukanus u ayreHTUPUKAIUA

Joctyn nonp3oBaresneil K HH(OPMAIIMOHHBIM CUCTEMaM JIOJDKEH MPEIOCTaBIIATHCS
TOJIBKO TOCTIE YCTICITHOTO 3aBEPUICHUS UACHTH(PHUKAINH, ayTeHTU(DUKAIIH.

[Tony4eHue nosnp3oBaTesneM UMEHH B UHPOPMALIMOHHOM CUCTEME U ITapoJisl, KOTOphIE
obecreunBaOT AOCTYH K HH(OPMAIMOHHON CHUCTEME, IOJKHO OCYHIECTBISATHCS IO
MIPEJICTaBICHUIOPYKOBOIUTEINS CTPYKTYPHOI'O MTO/Ipa3IesICHUSI.

YupasJiieHue 10CTynIOM

B I'BOY mkome Nell3 pHOmKHO OCYIIECTBISTHCS YIPABIECHUE JOCTYIIOM K
MH(POPMAILIMOHHOM CUCTEME TTOCPEICTBOM pPEaTH3alMU HEOOXOIUMBIX METOJIOB, THUIIOB U
MpaBUJI Pa3rpaHUYCHUs] JOCTYyMa TONb30BaTesiM uHpopmammonHoi cucreMbl ['BOY
mkoisibl Nel13. B Tom umncne

oOecreyeH 3alUIEHHBIN yIAICHHBIA JOCTYIT CyOBEKTOB JIOCTyMma K OOBEKTaM JIOCTYIa
4yepe3 BHEUTHUE HHPOPMAIIMOHHO-TEIEKOMMYHUKAIIUOHHBIE CETH.

Be3onacHocTs npu padore ¢ HOCUTEsIMHU UHpoOpMATUKN

Pa6orauku I'BOY 1ot Nel 13 momKHBI HCIOIB30BaTh TOJIBKO YUYTEHHBIC ChEMHBIC
MAaIIMHHBIE HOCUTENW NH(GOPMAIUH JITsI BHITOIHEHUS CBOUX JIOJDKHOCTHBIX 00S3aHHOCTEH.
Hcnonp3oBaHue CheMHBIX MalIMHHBIX HOcuTened uHpopmanuu B ['BOY mkone Nell3 B
WHBIX [EJISAX CTPOTO 3aIPEIIeHO.

CbheMHBbIC MaIIMHHBIE HOCUTETH HH(POPMAIIMH TOJKHBI XPAHUTCS B ONEYATHIBACMBIX
mkadax, B TIOMEHICHHSIX B KOTOPBIX TNPeaycMOTpeHa o0paboTka wuH(popMau



OrPaHUYEHHOI'0 JOCTYIIA.

B cnydae kpaku Ui oTepu CheMHOT0 MAIIMHHOTO HOCUTENSI HH(GOpMaIlnH, a TAaKKe
WHBIX WHIHJIEHTOB, KOTOPBIE MOTYT HPHUBECTH K HapyIIEHHIO CBOICTB WH(pOpMaluu
OrPaHUYEHHOI'0 JIOCTYIIA, JOJKHBI IPOBOAUTHCS MEPOIPUSITUS MO PACCIICIOBAHUIO TaKUX
MHIIUJICHTOB.

[Tpu BBIBOZIE M3 AKCIUTYaTallMM ChEMHOTO MAIIMHHOTO HOCHTENsS MH(OpMAINH, BCe
JTaHHbBIE, XPAHALIMECS HA HEM, I0JKHBI ObITh Y/1aJICHBI ONPEIEICHHON KOMUCCUEH U3 Yhclia
pabOTHHUKOB, CPEACTBOM TapaHTHUPOBAHHOT'O YHHUUTOKEHUS UH(OpMaInu.

@DaKkT yHUUYTOXKEHUSI MHPOPMAIIUU Ha CbEMHOM MAIIMHHOM HOCHUTEJEe WH(pOpMAaIH
¢buKcupyercst B akTe 00 YHHUTOKCHUN MH(POPMAIIMH CO CbEMHOT0 MAITHHHOT'O HOCHTENS
nHpopMaIuu.

Perucrpanusi coobITH

B TBOY mxone Nell3 pomkHa OCYIIECTBISITBCS PETUCTPAIIMH  COOBITHI
0e30MacHOCTH Ha BCEX KOMIOHEHTax MH(popManuoHHbIX cucteM ['BOY mkomer Nell3, B
KOTOpBIX 00pabaThkiBaeTcs 3aluiiaeMas HH(popMarus.

AHTHBHPYCHAS 3alI{UTA

B nensix oOHapyskeHus 1 ycTpaHeHus Bpe1IoHOCHBIX mporpamm B ' BOY mikose Nel13
JIOJKHBI UCTIOJIB30BAThCSI CPEJICTBA AaHTUBUPYCHOM 3aIIUTHI HH(POPMALIUH.

O06s13aTeIbHOMY KOHTPOITIO CPEJICTBOM aHTHBUPYCHOM 3aIIUTHI UH()OPMAIIHH JTOJHKHA
nojyiexaTh Jro0as uHbopmanus (TEKCTOBbIE (ailiibl TH0O0BIX (popMaToB, (ailyibl JaHHBIX,
ucrnonHsiemMble (aibl), Mmonydaemas M TepeAaBaeMasl MO JIOKaJbHOW BBIYMCIUTEIHHON
CETUB TOM YHUCIIE U CETSAM OOILEro MoJb30BaHUSA, a TaKke WH(poOpMalus, XpaHUMas Ha
ChEMHBIX MallIMHHBIX HOCUTENSAX UH(POPMALIUH.

[Ipu ycraHOBKE HpPOrpaMMHOr0 OOECHEUeHHs] WM €ro OOHOBIICHHS Ha CEBEPHOE
00OpyZOBaHUE [IOJDKHA aBTOMATHUYECKH BBIIOMHATHCS IpEIBApUTENIbHAS IMPOBEpKa
JAHHOT'O0 TPOrpaMMHOI0 OOecleyeHUs] Ha OTCYTCTBHUE BPEIOHOCHOTO IPOrpPaMMHOIO
obecrieueHusl.

OO6HoByieHHe 0a3 cUrHAaTyp JUId CpeACTBAa AaHTHUBUPYCHOM 3aIIMThl MH(OpMaIUu
JIOJKHBI OOHOBIISITHCSI €KETHEBHO.

[Tonp3oBaTenu 0Oe3 mpaB  aJMUHUCTpaTopa  MHGOPMAIIMOHHOM  CHUCTEMBI
I'BOY mkonbr Nell3 He [OMKHBI HMMETh BO3MOXXHOCTH IIOJIYYEHMsI JOCTyNa K
KOH(pHUTypanuyu aHTUBUPYCHOT'O CPEJICTBA 3aIUTHI WIIH €TI0 OTKIIIOYCHHUS.

KoHTpoub 3a1yieHHOCTH NepCOHATBHBIX JAHHBIX

B memsix uckiItoueHMs SKCIUTyaTallMM YSI3BUMOCTEH MPOrpaMMHOro obOecredeHus
JIOJKHBI TPOBOAMTCS — pabOThI 1o BBISIBJICHHIO, aHan3y ySA3BUMOCTEN
uH(pOpMaIOHHON CUCTEMBl M OIEPaTUBHOE YCTPAHEHHUE BHOBb BBISBJICHHbIX
ya3BUMOcTed. B ToM wumcne  opraHu3anus KOHTPOJS YCTAaHOBKM —OOHOBIJICHUS
MpOrpaMMHOro 00ecreueHns BKII0Yasi CPEACTB 3alUTHIMH(POpMAIUH.

Hcnonb30BaHue NpOrpaMMHOro odecrnedeHust

Br16op nporpammHoro obecrieueHus s Mpou3BOACTBeHHBIX HYk ['BOY mikomsrl
Nell3 nomxeH mpou3BOAUTHCS B MPUOPUTETE K OTEYECTBEHHOMY, BHECEHHOIO0 B EnnHBIN
peecTp pOCCUMCKUX IPOrpaMM JJisl 3JIEKTPOHHBIX BHIYMCIUTEIbHBIX MAIIUH U 0a3 TaHHBIX.
B cniydaeotcyTtcTBus aHanora B EnMHOM peecTpe poccuiicKuX mporpamMm IJis 3IEKTPOHHBIX
BBIUUCIIUTENBHBIX
MaruH
u 0a3 JNaHHBIX JOMYCKAETCsS MCIONb30BaTh MPOrPaMMHOr0 OOecredeHre HMIIOPTHOIrO
IIPOM3BOACTBA.

Hcnonb3oBanue cpeacTs KpUunrorpagpuyeckoi 3amuTbl ”HGopMauun

ObecrieyeHne 3amUThl MHPOPMAIMM OTPAaHUUYEHHOrO JOCTYNa OT PacKpBITUSA,
MoauUKAIIMM M HaBS3bIBaHUs (BBOJA JIOKHOM wWHGpOpMAlUM) TpHU €€ Tepenaye
(moxroroBke K  Iepegaue) Mo KaHalaM CBA3M, MMEIOLIMM BBIXOA 3a Mpeaeibl
KOHTPOJIMPYEMOW 30HBI 00€CIEYrBACTCS NMPUMEHEHHEM CPEICTB KPUNTOrpaduuecKoi



3amuThl THHOPMAIIUH.

[TpuoOperenue cpeactB kpuntorpadpuueckoit 3amutel nHGopMauu I'BOY mkomoi
Nel13 ocymiecTBisieTcss Ha OCHOBAaHUM JIOTOBOPOB M KOHTPAKTOB C JIMIIAMH MMEIOIIMMHU
nerictBytonryro gureH3no @Ch Poccun Ha ocyiecTBieHne eI TENHPHOCTH 1O pa3paboTke,
IPOM3BOJCTBY, PACIpPOCTPAHEHHIO IMIHU(POBANBHBIX (KPUNTOrpaUUEecKUX) CpeAcCTB,
MH(POPMALMOHHBIX  CHCTEM M TEIEKOMMYHUKAIMOHHBIX CHCTEM, 3alUIIEHHBIX C
UCIOJIb30BaHUEM MIM(PPOBATIBHBIX (KpUNTOrpauyecKux) CpPe/iCTB, BBHIIOJHEHUIO padoT,
OKa3aHHUIO YCIyr B oOsacTy mudpoBaHus MH(OPMAIMK, TEXHUYECKOMY OOCIIYKHBAaHUIO
mudpoBanbHbIX  (KpunTOrpadUuecKux) CpeAcTB, HH(POPMALMOHHBIX CHCTEM U
TEJIEKOMMYHHUKAIIMOHHBIX CHCTEM, 3aIIWIICHHBIX C HWCIOJb30BaHUEM MIH(PPOBATHHBIX
(kpunTorpadudeckux) CpencTB (3a HCKIIOUEHHEM  ClIydas, €ClId TEeXHUYECKOe
oOCnmy)KUBaHHE IMU(PPOBATIBHBIX (KPUOTOrpapHUUECKUX) CpeACTB, HH(GOPMALMOHHBIX
CUCTEM U TEJIEKOMMYHUKAIIMOHHBIX CHCTEM, 3alUIIEHHbIX C HCIOJIb30BAHUEM
MUGPOBATBHBIX  (KPUNTOrPpaUIECKUX) CPEACTB, OCYIIECTBISAECTCS Ui OOeCreYeHUs
COOCTBEHHBIX HY)K]] FOPUANYECKOI0 JINLA MIIM MHIUBHYaTbHOT O MPEATPUHUMATEIS).

B nensx opraHuzanmuu M oOecliedeHMM MepeAayd HMHQOpPMALMKM IO KaHalaMm
CBSI3UC MCIIOJIB30BAaHUEM CPEICTB KpUNTOrpadu4ecKoi 3aliuThl MH(GOPMALUU, a TAKKe
BbINONHEHUs InIeH3uoHHBIX TpeboBanuit @Ch Poccun B I'BOY mkone Nell3 nmomxen
OBITH CO3/1aH OpraH KpUNTorpaduIecKoi 3aIInThI.

[Topransubie pemienus 'BOY mkonma Nell3 ¢ BO3MOXKHOCTBIO JTOCTyHa C CETei
O0LIero Mmonb30BaHUS JOJDKHBI B IPUOpPUTETE pa3pabaThiBaThCsl C OpraHu3anuei
3alMIIEHHOr0 KaHajnamnocpeacTsoM mnportokona TLS ¢ mopnepxkkoi anroputmos ['OCT
34.10.

Hcnoab3oBaHue 31eKTPOHHOM MOYTHI

OneKkTpoHHas Iourta Jo/bkHa ucnoib3oBaThesi B I'BOY mkone Nell3 c¢ nenbro
opraHu3anuy oOMeHa 3JEKTPOHHBIMU COOOIEHUSIMU MEXKIY paOOTHUKAMU U CYOBEKTaMu
nH(pOpMaITMOHHON 0€301TaCHOCTH.

ITpu ncronb30BaHUM 3JIEKTPOHHOM MTOUTHI 3alpPEIaeTCs:

oOMeH uHQoOpManueil Ui CciayKeOHOro TIONb30BaHUS, a Takke HWH(POpMaIUeH
OrpaHUYEHHOI 0JI0CTYIA;

IIPEIOCTABIEHUE JTOCTYIA K 3JEKTPOHHOM 110YTE C HCIIOJIb30BAHUEM JIAHHBIX CBOEU
YUETHOMW 3alMCH TPETbUM JIHIIaM;

nyOJIMKaIusl CBOEro CIyXKeOHOro ajpeca 3JIEKTPOHHOH MOYTHI B 3JEKTPOHHBIX
Karajorax, Ha IOMCKOBBIX MallMHaX M ApPYrux pecypcax cetu MHTepHeT B LensX, He
CBSI3aHHBIX C UCIIOJTHEHHEM CBOMX JODKHOCTHBIX 00S3aHHOCTEH;

HOJNKCKA IO 3JEKTPOHHOW IOYTE HA Pa3jInYHbIE PEKIAMHBbIE MaTepUalIbl, JHCTHI
PacCbUIKH, JIEKTPOHHBIE KYPHAIbI U T.J., HE CBS3aHHBIE C BHIIIOJIHEHUEM I10JIb30BATEIIEM
JIOJDKHOCTHBIX 00s3aHHOCTEH;

OTKpBITHE (3aIlyCK Ha BBIMOJHEHWE) (ailioB, TMOIYYEHHBIX IO AJICKTPOHHOU
noyre WM M3 pecypcoB cet MHTepHer, ©0e3 mpeaBapUTENbHONM MPOBEPKU HX
AHTHBHUPYCHBIM IPOTPAMMHBIM 00ECTICUEHUEM.

Pabota B ceTsix 00111€r0 NM0JIb30BAHUSA

I'BOY mkona Nell3 ocraBnser 3a co0oi mpaBo OJIOKMPOBATh WM OrpaHUYUBAThH
JOCTYI PaOOTHHKAM K CETAM CBS3HM OOLIETO IMOJIb30BaHUs, B TOM yucie cetu MHTepHer,
COJIEPKAHUEKOTOPBIX HE UMEET OTHOIIECHUS K UCIOJHEHUIO JIOMKHOCTHBIX 00s13aHHOCTEH,
a Takke K HH(OPMALMOHHBIM pecypcaM, COJEp)KaHHe M HaIlpaBJICHHOCTb KOTOPBIX
3anpeLIeHbI3aKOHOAATENBCTBOM Poccuiickon denepanuu.

HNupopmarnus o nocemaembix padotaukamu ['bOY mikone Nel 13 nndopmanrionHbix
pecypcoB IPOTOKOIUPYETCS JUIsl OCIEAYIOLIETr0o aHaau3a U, MpU HEOOXOAUMOCTH, MOXKET
ObITb  MpeICTaBlieHA PYKOBOAMUTENSAM CTPYKTYPHBIX  IOJApa3A€iCHUN, a Takxke
pykoBoautento 'BOY mikonst Nel13 ans koHTposs.

[Ipu ucnons3oBanuu cety MIHTEpHET 3anpenieHo:



MCIoap30BaTh npenoctaBiieHHbI ['BOY mkomoin Nell3 pgocryn B cetb IHTEpHET B
JTUYHBIXIIEIISX;

UCIIOJIb30BaTh HECAHKIIMOHUPOBAHHBIE IPOrPAaMMHBIE U NIPOrPAMMHO-aNNapaTHbIE
CpEICTBa,103BOJISIONINE MOTYYUTh HECAHKIIMOHUPOBAHHBINA JOCTYM K ceTu MHTepHeT;

nyO0JIMKOBaTh, 3arpy:KaTh U PAaCHpPOCTPAHSATh MAaTE€PHUAIbI, CONEpIKaIie
HepocToBepHyrouH(popmaruto o 'bOY mkone Nel13, a takxke danbcudunupoaTs cBoit [P-
azpec.

Pe3epBHOe KONMUpPOBaHNEe U BOCCTAHOBJIEHHE JAHHBIX

Ocy1ecTBIeHNE PE3EPBHOIO KOMPOBAHUS JOJDKHO OCYIIECTBIIATHCS AJISL:

uHpopmaruu  oOpabaTeiBacMOl Ha (alIoBOM cepBepe U  cepBepe

MIPUIIOKEHUH, THPOPMAITUOHHOW CUCTEMBI;

pabouynx MecT aIMUHUCTPATOPOB HH(OPMAIIMOHHON CHCTEMBI.

YacroTa 1 peKuM pe3epBHOr0 KOMHUPOBAHMS YCTAHABIMBAIOTCS TaKUM 00pa3oM,
4TOOBI0OECTICYNTh MUHUMAJIBHYIO TOTEPIO JTAaHHBIX M ONEPaTUBHOE BOCCTAHOBIICHUE.

Hactpoiika pe3epBHOr0 KOMMPOBaHUS U BOCCTAHOBIIEHHS DPECYpPCOB
uHpopmanmonneixcucrteM ['BOY mkonbr Nel13 momkHBI MPOBOIUTH YIMOTHOMOUYEHHBIE
pabotHuku ['BOY mikoms
Nel13.

PesepBHoe komMpoBaHHME ~ JOJDKHO ~ OCYIIECTBISATBCA B aBTOMAaTHYECKOM
peXHUMeEC MPUMEHEHHEM OTEUYECTBEHHOrO CIEIHAIM3UPOBAHHOIO CPEJCTBA PE3EPBHOTO
KOMUPOBAaHUS C JACUCTBYIOUIMM CEPTHU(PUKATOM COOTBETCTBUS IO TpeOOBaHUAM
6e3zomnacHoctu nHpopmaiuu @CTIK Poccum.

6 OCHOBHBIE TPEBOBAHUS K NIPOLECCAM
YIPABJIEHUSUH® OPMAIIMOHHOM
BE30OITACHOCTBIO

MoHUTOPHHT HH(OPMALMOHHOM 0€30I1ACHOCTH

Ha nocTosHHOW OCHOBE [JODKEH TMPOBOJAUTHCA  KOMIUIEKCHBIM  aHaIu3
¢dbynkunonupoBanus nHpopmanroHHoi cucremsl 'bOY mkonsr Nell3 u Bo3HUKArOMKX
coOBITHI MH()OPMAIIMOHHON 0€301TaCHOCTH.

[Tpoiecc MoOHMTOpHHra CUCTEMbI oOecriedeHus: MH(OpMAMOHHON 0e30MacHOCTH
JOJDKEH BKIIIOYATh B ce0si KOHTPOJIb OPraHU3aLMOHHBIX M TEXHHUUYECKHX MEp IO 3aluTe
uHpOpPMAaIINKU, aHAJTN3 MapaMeTpoB KOH(MUTYpAalMM W HACTPOWKH CPEICTB 3allUTHI
nHpopMaIuu.

ITpu npoBeA€HUN KOHTPOJBHBIX MEPOINPUATUM, CBSA3aHHBIX C OLEHKOW peaau3aluu
Mep 1o 3ammte uHPopmanmu B ['BOY mkone Nell3, ymomHoMoueHHBIE PaOOTHUKH
JIOJ’KHBI IPUJEPKUBATHCS CIEAYIOIINX IPUHIIUIIOB:

He HapywmaTh QyHKImoHupoBanue aearenbHoctd I'BOY mkonsr Nell3;

JecTBOBaTh B COOTBETCTBUHM  C  YTBEPXKJAEHHBIMU  OpPraHU3allIOHHO-
pacniopsinutenbHbIMU JoKkyMeHTamMu [’ BOY mikonbr Nel 13 mo 3amurte nadopmanuu;

HE CKPBIBaTh (DAKTHI BBISIBIEHHBIX COOBITHI MH()OPMAIIMOHHOM O€30I1aCHOCTH;

0opOopMIIATH OTYETHI, TOATBEPKAAIOIINE BBINOJIHEHUE MEPONPUATUN 10 3alluTe

nHpopmaruu.

Wudopmanusi, mnomydeHHas B XOA€  IMPOBEICHMS KOHTPOJINPYIOLIUX
MEPONPHUATHIHO JEHCTBUAX, COOBITHSX U TapaMeTpax, UMEIOIINX OTHOIIEHUE K pealn3alun
Mep Mo 3amuTe UHPOpMaIUK, J0JDKHA KOHCOJIMJIUPOBATHCA U XPaHUTHCS B MecCTax,
UCKJIIOYAIOIIMX MOJIYYeHUEK Hell HeCaHKIIMOHMPOBAHHOIO OCTYIIA.

MOHUTOPUHT JAaHHBIX O 3apErUCTPHUPOBAHHBIX COOBITUSAX HMH(OPMAITMOHHOMN
0€30I1acCHOCTH JIOJKEH MPOBOIUTHCS, MO BO3MOXXHOCTH, C HCIIOJB30BAHUEM CHCTEMBI
MOHUTOPMHIAa MHIMJICHTOB HH(GOPMALMOHHOW  0€30MacCHOCTM  WJIM  BCTPOCHHBIX
MEXaHMU3MOB HACTPOWKHM W ayJHuTa COOBITHIB MPOrPaMMHBIX U IMPOrPaMMHO-ANIaPaTHBIX
CpeICTBax, UCIOIb3yEMBbIX B HHPopMamoHHON nHPpacTpykrype 'BOY mikomnst Nell3.



YupasiieHue puckamu

OmpeneneHue BHYTPEHHHUX TpeOOBaHW MO 3ammre HMHPOPMALHU, TOTKHBI
OCHOBBIBAaThCA Ha PC3yJIbTaTaX IPOBCACHHUA aHallnM3a PUCKOB HAPYIICHUSA OCHOBHBIX
CBOMCTB Oe3omacHocTH a5t nHpopmarmoHHbIx pecypcoB ' BOY mkoner Nel13.

OCHOBOM OLIEHKH PUCKOB JOJKHA OBITH OLIEHKA YCIOBUM U ()aKTOPOB, KOTOPHIE MOTYT
CTaTh NPUYMHOM HapyIIEHHs LEIOCTHOCTH, KOH(QHUAECHIMAIbHOCTH U AOCTYHHOCTH MJIS
uHpopmarmonueixpecypcoB 'bOY mixomnsr Nel13.

PesynbTaTom npoBeneHNs aHaIH3a PUCKOB JTOJKEH OBITh pa3paboTaHHBIA KOMILIEKC
Mep, HalpaBJICHHBIX Ha CHI)KEHHE BO3MOYKHOI'O HETaTHBHOIO BIUSHHUS HAa OCHOBHYIO
nesrenbHOCTh ' BOY mikomnst Nel13 npu peanuzanuu Toi Uiy MHOM yrpo3bl 6€30MacHOCTH
nHpOpPMAaIIMU U 00€CIIEUYNBAONINX B JAbHEHIIIEM JOCTaTOYHBIN YPOBEHb 3alIUIICHHOCTH
nHpopmarmonHsix cucteM I'BOY mikonbr Nel13.

YnpagsiieHne HHIUAEHTAMHE HHPOPMALMOHHOM 0€30I1aCHOCTH

Jns obecriedenuss >QQPEKTUBHOTO pa3pelieHrsT HHIMICHTOB HH()OpMAIMOHHON
6e3omacHoctd B 'BOY mkonme Nell3, MuHUMHU3aUMKM TOTEPh M YMEHBLICHHUS pHCKa
BO3HUKHOBEHHUS IOBTOPHBIX HWHUUACHTOB JOJKHO OCYIIECTBIIATHCS  YIIPABJICHUE
MHIMICHTaMU THPOPMAIIMOHHON 0€30IacHOCTH.

Jns ynpaBieHus WHIUACHTAMH WH(POPMAIMOHHON O€301acHOCTH JOKHA OBIThH
co3JaHa CiIy)x0a MOHUTOpPHMHTAa M pearupoBaHUs Ha HMHUUACHTH HH(POPMALMOHHON
0e30macHOCTH, KOTOpast MOCPEACTBOM KOMILJIEKCA CPEACTB U MEpOonpusaTuil ans cOopa u
KOHCONMMAauuu uHpopManuu o0 MHIMJEHTaX pellaeT JaHHylo 3anady. B oTHomeHuun
KaXJIOr0 IPOU3OLISAIEr0 HMHUUJACHTA paOOTHUKAMM W3 CIyXKObl MOHMTOPUHIA U
pearupoBaHus Ha UHUUACHTHI HH(POPMALMOHHON 0€30MacHOCTH JOKEH BBIIOIHATHCS €ro
aHayu3, U pa3padorka 3((HEeKTUBHBIX MEp pearupoBaHus Ha JaHHBINA MHLIUJICHT.

AyauT cucteMbl o0ecriedeHus1 UHGPOPMALMOHHOM 0e30MacCHOCTH

B nemnsix onenku Tekymiero ypoHs uHdopmanuonHoi 6e3onacHoctu ['BOY mikona
Nell3 wHa perymspHOM OCHOBE JOMKEH MPOBOAUTHCS ayauT HHGPOPMALMOHHOMN
0e30macHoCTH.

BHyTrpenHue ayauThl TOMKHBI BHIIONHATECS paboTHUKamMu ['BOY mikonsr Nel13. B
YUCIO 3ajay, pEIIaeMbIX IpU MPOBEIECHUU BHYTPEHHUX AayAUTOB HH(YOpPMALMOHHOU
0e30MacHOCTH, BXOJAT:

cOOp M aHAJIN3 UCXOAHBIX JAHHBIX 00 OpPraHU3allMOHHON U () YHKIIMOHAIHHOM
CTPYKTYpeHH()OPMAIIMOHHBIX CHCTEM, HEOOXOAMMBIX ISl OLIEHKH COCTOSTHHSI CHCTEMBI

3a1uThl HH(OPMAIUH;aHAIHU3 YTBEPKICHHBIX
OpraHU3aIOHHO-PACTIOPSAUTEIHHBIX JOKYMEHTOB TIO
3aIuTe

nHpopMaIMu Ha MpPeIMeT WX MOJHOTHI W A()QPeKTUBHOCTH, a Takke (HOPMUPOBAHHE
peKoMeH1aIui Mo UX 10paboTKe WK pa3padOTKU HOBBIX;
obocHoBaHue (prHAHCOBOI 3()(HEKTUBHOCTH BHOBB IPHOOPETAEMBIX CPEJICTB 3aIUTHI
uH(popMauy;
IpOBEpKa MpPaBWJIBHOCTH BbIOOpA W  HACTPOMKH CPEICTB  3alIMTHI
nuH(popManuu,(hOpMUPOBAHNE TPEATIOKESHUN IO UCTIONH30BAHUIO UMEIOIIUXCS
CPEICTB 3aIIUThl HHPOPMAIINH JJISIIOBBIIIEHUS YPOBHS Ha/IEKHOCTH U 0€30IaCHOCTH
nHpopmarmorHsix cucteM ' BOY mikome Nel13;anann3  oTueToB o
IIPOU3OLIEIINM MHIUIEHTaM HH(POPMAaIMOHHON 6e3omacHOCTH
Y IPUHSITBHIM MEpaM 110 X Pa3peLIeHHIO.
IHoBbIlIEHNE 0CBEIOMJIEHHOCTH PA0OTHHKOB
B pamkax opraHuzaniy KOMIUIEKCHOTO MPOTHUBOJEHCTBHS Yrpo3aM 0O€30MacHOCTH
nHpopManuu, ucxomsamuM ot pabotHukoB I'BOY mxoner Nell3 nmomkHa MOCTOSIHHO
HOBBIIIATHCS UX OCBEIOMJICHHOCTb B 00JIACTH 3alIUThl HHPOPMAIIH.
[Tobiienre ocBeomineHHocTd paboTHUKOB ['BOY mikonsr Nel13 ocymecTsisercs:
no cyuiectsytomuM B I'BOY mkone Nell3 opranuszanroHHO-pacropsiiuTENbHbBIM



JIOKYMEHTaM;
no npuMeHseMbiM B ['BOY mkone Nell3 mepam 3amuTel
UHPOpPMAIIMH; MO0 TPABWIBHOMY HCIOJIb30BAaHUIO CPEJICTB
3amUThl HTHGHOPMAIIUH.

7  3AKJIIOYEHMUE

IIpy wm3MeHeHMHM NEWUCTBYIOLIETO 3akoHoaarenbcTBa Poccuiickoir Penepauuu B
o0macTy 3amuThl  WMH(POpPMANMHU, a TaKKE OPraHU3alMOHHO-PACTIOPSAUTEIIBHBIX
nokyMeHToB ['BOY mikosbl
Nell3 mnactosmas IlonmuThka W W3MEHEHHUS K HEH MNPUMEHSIOTCS B 4YacTH, He
MPOTHUBOpPEYAIICH BHOBb TMPHUHATHIM 3aKOHOJATEIbHBIM M WHBIM HOPMATHUBHBIM aKTaM,
a TaKkKe BHYTPEHHUM

noxkymentaM ['bOY mikosnbr Nel13.

Bce tpeboBanus, ycTaHOBICHHBIE JEHCTBYIOIUM 3aKOHOAATEIHCTBOM Poccuiickoit
denepanuy, MOA3aKOHHBIMU aKTaMU M JIOTOBOPHBIMH OTHOUIEHUSIMHU, a TaKXe IMOJIXOJ
I'BOY mikonbr Nel13 x o0ecriedeHHI0 COOTBETCTBUS ATHUM TPeOOBAaHUSAM JIOJKHBI OBITH
SBHBIM O0pa30M OMpEIENIeHbl, JOKYMEHTHPOBaHBl M TOJACPKHUBATHCS B aKTyaTbHOM
COCTOSIHUH.

I'bOY mkona Nell3 B npHOpUTETHOM HampaBICHUM JOJKEH pPacCMAaTPUBATHCS
Mepexo/l Ha MPOrpaMMHOr0 00eCreueHrne OTEYECTBEHHOTO MPOU3BOIUTEINS, BKIIOUYECHHOT O
B €IMHBIA PEECTP POCCUMCKUX MPOrpaMM Uil SJIEKTPOHHBIX BBIUMCIUTENBHBIX MAIIUH U
0a3 maHHBIX. B TOM 4YHCIIENO YacTu CepBEPHOrO, KOMMYTAIMOHHOTO OOOpYAOBaHHS U
MIPOrpaMMHO-AIIAPAaTHBIX CPEJCTB, BKIIOUEHHbIX B EJUHBIN peecTp pOCCHUICKON
Paavo3IEKTPOHHON TPOAYKIIMH.

Ilepecmorp u BHECEHUE U3MEHEHUN B HACTOSAILYIO [Tonmutuky
OCYIIECTBJISIOTCS HA IEPUOANYECKON U BHEIIAHOBOM OCHOBE.
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5 [Ilpukaz @DAIICU or 13.06.2001 Ne 152 «OO06  yTBepKICHHH
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nH(pOpMaMu C OrpaHUYEHHBIM JIOCTYIIOM, HE COJIEp’Kallei CBEICHHI, COCTaBIISIIOIINUX
rOCyJIapCTBEHHYIO TailHY».
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COJICpKAHUsI OPTraHU3aAIMOHHBIX M TEXHUYECKUX MEp MO OO0ECIeYeHHI0 Oe30MacHOCTH
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JMAHHBIX C HCIIOJb30BAHHEM CPEICTB KPUNTOrpadUuecKoi 3ammuThl  HH(DOpMAINH,
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10 TOCT P 51624-
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16 I'OCT P UCO/MDK TO 13335-5-2006 «MH(popmMannoHHAs TEXHOJIOTHUS.
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cpeacTBa obecnieueHust 0e30MacHOCTH. MeHeKMEHT MH(POpMAlMOHHONW 0e30macHOCTH.
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