MHPOPMALIMOHHAA NMAMATKA

Onsd ObYHAKOLWKNXCA OAnAd PASMELLUEHUA

HA OPULIUATIbHBIX UHTEPHET-PECYPCAX
C kaxgblM roioM MOMoAEeXN B MUHTEPHETE CTaHOBUTLCS BonbLUe, a LKOSNbHUKN OHU U3
caMbIX aKTMBHbIX Nornb3oBartenen PyHeTa. Mexay TemM, NTOMMMO OrpOMHOMO KONnM4ecTea
BO3MOXHOCTEWN, MHTEPHET HeceT M npobrembl. OTa namsiTka AOSMKHaA nomoub Tebe
6e3onacHo Haxo4MTbCA B CETWU.
KomnbloTepHble BUPYChI
KomnbloTepHbIN BUPYC - 3TO pa3HOBUMAHOCTb KOMMbIOTEPHbIX NPOrpaMm, OTNINYNTENBHOM
OCOBEHHOCTbIO KOTOPOW SBMSIETCA CMOCOBHOCTb K pasMHOXEHWo. B gononHeHwe K
39TOMY, BMPYCbl MOFYT MOBPEAUTb UM MOSTHOCTLIO YHUUTOXUTb BCE (hannbl U OAHHbIE,
NOAKOHTPOSbHbIE MOMb30BaTENt0, OT MMEHM KOTOporo Obina 3anyweHa 3apaxeHHas
nporpaMmma, a Takke MoBpeAuTb UM faxe YHUYTOXWUTb OnepauuOHHY0 CUCTEMY CO
BCEMU harnamm B LerioMm. B BonbLUMHCTBE CriydaeB pacnpoCTpaHsATCA BUPYChl Yepes
NHTEpPHET.
MeToabl 3aLmMTbl OT BPE4OHOCHbIX NMPOrpamMm:
1. Vicnonb3yn coBpeMEHHble OnepaunoHHblIe CUCTEMBI, UMEKOLLME CEPLE3HbBIN YPOBEHb
3alWnTbl OT BPEOOHOCHbIX NPOrpamMm;
2. TlocTosiHHO ycTaHaBnvBan nadyTu (UMpoBble 3annaTky, KOTopble aBTOMaTU4YeCKu
yCTaHaBNMBalTCA C LUenblo AopaboTku nporpaMmmbl) U Apyrne OOHOBMEHUS CBOEN
ornepaumoHHon cuctembl. CkadmBam MX TONMbKO C odpuumanbHOro canta paspaboTymka
OC. Ecnu cyliecTtByeT pexum aBToMaTU4YeCKOro 0OHOBMEHNS, BKIOYN ErO;
3. PaboTai Ha cBoeM KOMMblOTEpPEe NOA4 NpaBaMu nosib3oBaTesns, a He agMuHUCTpaTopa.
OTO He No3BONUT BONbLUNMHCTBY BPELOHOCHbLIX NPOrpaMM MHCTanIMpoBaTbCs Ha TBOEM
nepcoHanbHOM KOMMbIOTEPE;
4. Vlcnonb3yn aHTUBUPYCHbIE NPOrpamMMHble MPOAYKTbl U3BECTHLIX Npou3BoauTenen, ¢
aBToMaTu4eckum obHoBneHnem 6as;
5. OrpaHunyb om3nyYeckmii 4OCTYN K KOMNbIOTEPY AN NOCTOPOHHUX ML,
6. Micnonb3ymn BHELLHWE HOCUTENN MHAOPMaUNK, Takme Kak doreLuka, AUNCK unn gann ns
WHTEPHETA, TOSbKO 13 NPOBEPEHHBIX MCTOYHUKOB;
7. He oTkpbiBa KOMMNbOTEPHbIE (Pannbl, MNOMYyYEHHblE M3 HEHaAEXHbIX MCTOYHUKOB.
[axe Te drannbl, KOTOpblE NpUcNan TBOM 3HAKOMbIW. Jlyylle yTOYHW Yy HEro, oTnpasnan
nn oH Tebe nx.
Cetn WI-FI
Wi-Fi - 370 He B1A nepefayn AaHHbIX, He TEXHONOMUS, a Bcero nuwib 6pera, mapka. Ewe
B 1991 rogy HwupepnaHackasi komnaHusa 3apeructpupoBana 6peHg "WECA", 410
obos3Havano cnosocoyeTaHne “"Wireless Fidelity", koTopbii nepeBoaUTCS Kak
"GecnpoBogHas TOYHOCTL".
[o Hawero BpemeHu fowrna apyras abbpesuatypa, KoTopasi ABNSAETCS TakoW e
TexHonornen. 310 abbpesnatypa "Wi-Fi". Takoe HasBaHMe ObIIO AAaHO C HAMEKOM Ha
cTaHOapT Bbiclwen 3BykKoBouM TexHukn Hi-Fi, 4yTto B nepeBoge o3Ha4daeT "BbiCcOKas
TOYHOCTBL".
[a, 6ecnnaTHbIN UHTEPHET-4OCTYN B Kade, OTeNsx 1 aspornoptax ABngeTcs oTANYHOM
BO3MOXHOCTbIO BbIXOA4a B MWHTEpHeT. Ho MHOrMe aKkcneptbl CYATAOT, YTO
obwenoctynHole Wi-Fi ceTn He saiBnstoTcst 6e3onacHbIMN.
CoBeTbl No 6e3onacHocTn paboTbl B 06wenoctynHbix ceTax Wi-fi:
1. He nepepaBan cBOKW NUYHy0 MHGopmauuio yepes obuwenoctynHole Wi-Fi cetn.
PaboTas B HMX, XenaTtenbHO He BBOAUTb Naposin 4OCTyNa, NOrMHbl U Kakne-To HoMepa;
2. Vicnonb3yn n o6HOBNSA aHTMBUPYCHbIE Nporpammbl U GpaHgmayep. Tem cambiM Tbl
obe3onacuib cebsi OT 3aKkayku BUpyca Ha TBOE YCTPONCTBO;



3. Mpn wucnonb3oBaHun Wi-Fi oTtknoun dyHkumo "O6wmii goctyn Kk dannam u
npuHtepam". [daHHas QYyHKUMA 3akpbiTa MO YMOMYaHUKD, OAHAKO HeKoTopble
nonb3oBaTeNN aKTUBMPYIOT ee Anga yaobceTea ncnonb3oBaHus B paboTe unm yyebe;

4. He vncnonb3yn nyonuudbin WI-FI ona nepegayn nNUYHbIX OaHHbIX, Hanpumep 4ns
BbIX04a B cOUMaAnbHbIE CETU UINK B 3NTEKTPOHHYIO MOYTY;

5. Mcnonb3yi TonbKo 3alumiieHHoe coeauHeHne yepe3 HTTPS, a He HTTP, T.e. npu
Habope Beb-agpeca BBoAM MMeHHO "https://";

6. B mobunbHoM TenedoHe oTkntoun pyHkumto "MoakntoveHne k Wi-Fi aBTomatnyeckn".
He ponyckan aBTOmMaTuMyeckoro noakntodeHusa yctpomctea k cetam Wi-Fi 6e3 TBoero
cornacwusi.

CoumnaneHble ceTn

CoumanbHble CeTn akTUBHO BXOAST B HALLY XM3Hb, MHOTME nogn paboTatoT 1 XXUBYT Tam
NOCTOAHHO, a B Facebook yxe 3apermctpupoBaH MuUnnuMapg YernoBek, YTo ABMNsSeTca
OJHOW ceObMON BCexX Xuternewn nnaHetbl. MHOrve nonb3oBaTeENM HeE MOHMMAIOT, YTO
NHopMauus, pasMeLLeHHas UMM B coUManbHbIX CETSX, MOXeT OblTb HamgeHa wu
NCnonb30BaHa KEM YrogHo, B TOM Ynce He 06a3aTernbHO ¢ 6Grnarmmm HamepeHusIMu.
OcHoBHble coBeTbl N0 6e30MacHOCTU B couMarnbHbIX CETAX:

1. OrpaHuyb cnucok apysen. Y 1eba B Opy3bsX HE OOMKHO OblTb CryYamHbIX U
He3HaKOMbIX NIOAEN;

2. 3awmuian cBOK YacTHYK kM3Hb. He ykasbiBan naponu, TenedoHbl, agpeca, gaty
TBOErO POXAEHUS W AOPYryl JNUYHYK UHAOPMaUUKo.  3MOYMbILNEHHUKN  MOryT
Mcnonb3oBaTbh Aaxe WHOPMaUMK O TOM, Kak Tbl U TBOM pOAUTENU NNaHUpyeTe
NPOBECTU KaHUKYNbI;

3. 3awmiian cBoKo penyTauuio - 4EPXN ee B YNCTOTE 1 3agaBan cebe Bonpoc: XxoTen bl
Tbl, YTOObI ApyrMe nonb3oBaTenu BUOENu, YTo Thl 3arpyxaewb? MNogyman, npexae Yyem
4YTO-TO ONyGnmMKoBaTb, HanMcaTb W 3arpy3unThb;

4. Ecnu Tbl roBOpMLLIb C NIOABMU, KOTOPbIX HE 3Haellb, He UCMONb3yN CBOE pearibHoe
UMSI 1 OPYTYIO JIMYHYO MHAPOPMAaLMKN: UMSA, MECTO XUTENbCTBA, MECTO y4ebbl 1 Npo4ee;
5. N3beran pasmelieHuns dotorpacduin B IHTEpHETE, rae Tbl N3006paXKeH Ha MECTHOCTH,
Mo KOTOPOW MOXHO OnpeaennTb TBOE MECTOMONOXEHUE;

6. Mpwn pernctpaumm B coumanbHON ceTU HEOBXOOUMO UCMONb30BaTh CIOXHbIE MApPONu,
cocTosime M3 BykB 1 LGP 1 C KONMYECTBOM 3HAKOB HE MeHee 8;

7. [Ina coumanbHOM ceTn, NOYTbl U OPYrMX CanToB HEOOXOAMMO MCMONb30BaTb pa3sHble
naponu. Toraa ecnu Teba B3NOMatT, TO 3MOYMbILLNIEHHUKN MofydaT AOCTYN TOSbKO K
OAHOMY MECTY, a He BO BCe cpaay.

ONEKTPOHHbIE OEHbBIN

ONEKTPOHHbIE AEHbIM - 3TO OYeHb yOOOHbIM cnocob nnatexen, o4HaKo CyLeCTBYHOT
MOLLEHHMWKW, KOTOPbIE XOTAT MNONYYNTb 3TU AEHbIN.

ONEeKTPOHHbIE AEHbIM MOSIBUNIMCb COBCEM HE4aBHO U MMEHHO WU3-3a 3TOr0 BO MHOIMX
rocygapcrBax 4o CUX MOp HE MPOMMCAHO NPO HMX B 3aKOHaX.

B Poccun ke oHM OYHKLMOHUPYHOT M O HUX YXKe MPONUcaHo B 3aKOHe, rae ux pasgenstoT
Ha HECKONbKO BNOOB - aHOHUMHbIE U HE aHOHMMHBbIE. Pa3Hnua B TOM, YTO aHOHUMHbIE -
3TO Te, B KOTOpbIX paspellaeTcss NpoBOAUTbL onepauun 6e3 unageHTUdUKaumm
nonb3oBaTeniss, a B HEAHOHMMHbIX WOeHTMdMKAUMS MNONb30oBaTeNs sIBMASETCA
obs3aTensHON.

Takke crnegyeT pasnuyaTb SNEKTPOHHblE dMaTHbIE OEHbIM (PaBHbI rOCY4apCTBEHHbBIM
BasoTam) 1 ANeKTPOHHbIE HepmaTHble AEeHbIVM (HE paBHbI FOCYAAPCTBEHHbLIM BarntoTam).
OcHoBHble coBeTbl N0 6Ge3onacHon paboTe C 3NEKTPOHHbIMU AeHbramu:

1. TpuBsKM K cHETY MOOWUNBHBIM TenedoH. 3TO cambin yaobOHbIN U BbICTPbIN CcNOCco6
BOCCTAHOBUTb AOCTYN K cYeTy. [1puBA3aHHbIN TenedoH NOMOXET, ecnu 3abyaellb CBOWM
nraTeXHbl Naporb NN 3angellb Ha canT C HE3HAaKOMOro YCTPOUCTBA;



2. Vicnonb3yn ogHopasoBble naponu. [locne nepexoga Ha YCUMEHHYK aBTOpMU3aunio
Tebe yxe He ByaeT yrpoxaTb ONAaCHOCTb KPaxu U nepexasata niaTexHoro napons;

3. Bbibepn cnoxHbii naponb. lMpecTtynHukam OygeT He MpoOCTO yragaTb CrOXHbLIN
naponb. HagexHble naponu - 3To Naponu, KoTopble coAepxaT He MeHee 8 3HaKoB U
BKIOYatoT B cebsi CTpOUHbIE U NponuUcHble ByKBbI, LUdPbI U HECKOSNBbKO CUMBOJIOB, TakmMe
Kak 3HaKk gonnapa, pyHTa, BocknuuaTenbHbIi 3Hak 1 T.n. Hanpumep, $tROng!;;

4. He BBOAM CBOW NNYHbIE JAHHbIE HA caMTax, KOTOPbIM HE A0BEPSELLb.

OneKTpoHHas noyTa

ONEeKTPOHHas rnoyTa - 3TO TEXHONOMMSA U NpeaoCTaBsSeEMbIE el YCIyrn No nepecobInke u
NOMNYyYEHUIO 3MEKTPOHHbIX COOOLLEHUIN, KOTOpble pacnpefensioTcs B KOMMNbIOTEPHOW
cetn. OO6bIYHO SNEKTPOHHbLIN MNOYTOBLIA AWMK BbIFMSAUT criegylowmm  obpasom:
UMSA_Nonb3oBaTena@umsa_aomMeHa. Takke Kpome nepefadm npocToro TeKCTa, MeeTcs
BO3MOXHOCTb nepefasaTtb dpaunsbl.

OcHoBHble coBeTbl NO Be3onacHon paboTe ¢ INEeKTPOHHOW MNOYTON:

1. Hapo BbIGpaTth NpaBunbHbIA NOYTOBbLIM CepBUC. B MHTEpPHETE €CTb OrPOMHbLIN BbIGOP
BGecnnaTHbIX NOYTOBbLIX CEPBMCOB, OAHAKO Nydlle AOBEPSTb TEM, KOro 3Haellb U KTO
nepBbI B PENTUHTE;

2. He ykasbiBa B NUYHOW MOYTE NMYHYKO MHGOpMaumo. Hanpumep, nydwe BbiOpaTb
"My3blkanbHbIi_aHaT@" unm "pok2013" BmecTo "Tema13";

3. Vicnonb3yi AByxaTanHyo aBTopu3aumio. OTO Korga NOMUMO NMapons HYXXHO BBOAUTb
Kog, npucbinaemoin no SMS;

4. Bblbepn cnoxHbin naponb. [Ons KaXgoro MOYTOBOro silMKa AOSMKEH OblTb CBOW
HaOEeXHbIN, YCTONYMBLIN K B3ITOMY Maporb;

5. Ecnn ecTb BO3MOXHOCTb Hanmcatb CamMOMy CBOW JIMYHbIN BOMPOC, UCMOMb3yn 3Ty
BO3MOXHOCTb;

6. Mcnonb3yn HeCKOnbKO MNOYTOBbLIX SAWMKOB. [lepBbld ONA 4YaCTHOM nNepenncku c
agpecartamu, KOTOpbIM Tbl AOBepSAELLb. OTO 3MEKTPOHHbIM apec He Hago UCNoNb30BaTb
npu pernctpauumm Ha goopymax n camtax;

7. He oTkpblBan annbl U gpyrve BrOXEHUs B NUCbMax, AaXe €Cnv OHWU MpuLnun ot
TBOMX ApYy3€en. Jlyylle yToOYHM y H1X, OTNPaBnisann i oHn Tebe atn hannsi;

8. Nocne okoH4YaHWs paboTbl HA NOYTOBOM CepBUCE Neper 3akpblTUEM BKNaAKN C CanTom
He 3abyab HaxaTb Ha "Bbintun".

KnbepbynnuHr nnm supTyanbHoe n3geBaTenbCTBO

Knbepbynnuur - npecnegoBaHue COOOLLUEHNAMM, COAEPXaLMMU  OCKOpOneHus,
arpeccuvio, 3anyrmBaHue; XysfMraHcTBO; coumanbHoe OOMKOTMPOBaHME C MOMOLLbIO
pasnUYHbIX MHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl No bopbbe ¢ KNbepOyNIMHIoOM:

1. He 6pocarica B 6on. Jlyywmn cnocob: nocoBeToBaTbCA Kak cebs BECTU U, €CNn HET
TOro, K KOMY MOXHO 00paTUTLCA, TO BHa4asne ycnokoutbca. Ecnun Tbl HAYHELb OTBeYaTb
OCKOpBreHnsIMN Ha O0CKOPBIIEHMS], TO TONbKO eLLe 60rblUe pasoXKeLLb KOH(IUKT;

2. Ynpasnsu cBoen knbeppenytauyunen;

3. AHOHMMHOCTb B ceTu MHMMas. CyllecTBylOT Cnocobbl BbISCHUTb, KTO CTOMT 3a
AHOHUMHbIM aKKayHTOM;

4. He cTounT BECTU XynuraHckui obpas BUpPTYyanbHON XU3HW. IHTEpPHET ouKcupyeT BCe
TBOM OENCTBUS U COXpaHSeT nx. Yaanutb nx 0yget kpanHe 3aTpyaHUTENBHO;

5. Cobniogan cBOK BUPTyaribHYIO YeCTb CMOJIOAY;

6. rHopvpyn eamHnyHbin Heratme. O4HOPa30Bble OCKOPOUTENbHbLIE COOBLLEHUS NyYLle
nrHopmpoBaTb. OBbIYHO arpeccus npekpallaeTcsa Ha HayanbHOW CTaauu;

7. baH arpeccopa. B nporpammax obmMeHa MrHOBEHHbIMU COOBLLEHUSIMI, B COLIMANbHbIX
CeTAX eCTb BO3MOXHOCTb B6IOKMPOBKN OTMPaBKM COOBLLEHMI C onpeaeneHHbIX afpecoB;
8. Ecnu Tbl cBuaetenb knbepbynnuHra. TBOW [EWCTBMSA: BbICTYNUTb MNPOTUB
npecnegosaTens, MokasaTb €My, 4YTO €ero [JeucTBUS OLEHUBAKTCH HeraTtusBHO,



noagepaTb XepTBY, KOTOPOW HYXXHa NCUMXONornyeckasi nomoLLb, COOBLWMTb B3POCbIM
0 hakTe arpeccuBHOro NoBeaeHus B CETW.

Mo6unbHbIM TenedgoH

CoBpeMeHHble cMapT(OHbl K nraHweTbl cogepxaT B cebe BMNOMHe B3POCHbIv
doyHKUMOHAs, U Tenepb OHM MOTYT KOHKYPUPOBAaTb CO CTaLUOHAPHbLIMU KOMIMbIOTEPAMU.
OpHako, cpeCTB 3alnThbl A5 NOA0BHbBIX YCTPOMCTB NOKa O4eHb Maro. TecTupoBaHue u
NMOWUCK YSI3BMMOCTEN B HUX NPOUCXOAUT He Tak MHTEHCUBHO, Kak ans K, 1o xxe camoe
KacaeTcsa 1 MOBUITbHbBIX MPUMOXEHWIA.

CoBpeMeHHble MObunbHbIE Bpay3epbl y)ke NPaKTUYeCKN LOrHanM HacTomnbHbIE aHarnoru,
O[lHaKo pacLunpeHune yHKUnoHana snedeTt 3a cobon 60onbLIY0 COXHOCTb U MEHbLLYIO
3alMLLEHHOCTb.

[laneko He BCce NPOU3BOAUTENN BbINyCKalOT OOHOBNEHWUSA, 3aKpblBaloLLMEe KpUTUYECKue
YSI3BMMOCTU OJ151 CBOUX YCTPOMCTB.

OcHoBHble coBeTbl Ang 6e3onacHOCTM MOBUNbHOro TenedgoHa:

Huyero He siBnsieTca no-Hactodwemy 6ecnnaTHbiM. Byab ocTopoxeH, BeAb Koraa tebe
npeanaratoT 6ecnnaTHbIi KOHTEHT, B HEM MOTYT OblTb CKPbITbl KAKMe-TO MnaTHble YCIyru;
Adyman, npexae 4yem otnpaBute SMS, ¢oTO Mnn BMAEO. Thbl TOYHO 3Haellb, r4e OHU
O6yayT B KOHEYHOM UTOore?

Heobxoanmo 06HOBNATL OnepaunoHHy0 CUCTEMY TBOETO CMapTdOHa;

Mcnonb3y aHTUBMpPYCHbIE NporpamMMbl 451t MOBUIbHBIX TENE(OHOB;

He 3arpyxan nNpunoxeHns OT HEU3BECTHOrO UCTOYHUKA, BeOb OHWU MOTyT coaepxaTtb
BPeAOHOCHOEe nporpaMmHoe obecneveHue;

Mocne Toro kak Tbl BbIMAEWb C caWTa, rae BBOAMMN NUYHYKO MHOpMauumo, 3angm B
HacTpownkn bpaysepa n yganm cookies;

Mepunogmyeckn NpoBepsiv, Kakme nnaTHble YyCrnyrm akTMBUPOBaHbl HA TBOEM HOMEDE;
[aBan cBo HoOMep MOBUABHOro TenedoHa TONbKO NIOASAM, KOTOPbIX Thl 3HAELLb U KOMY
AoBepseLlb;

Bluetooth gomkeH 6bITb BbIKIOYEH, KOraa Tbl UM He Nonb3yelbes. He 3abbiBan nHoraa
NpoOBEPATb 3TO.

Online wvrpbl

CoBpeMeHHble OHMTanH-UrPbl - 3TO KpacO4Hble, 3axBaTblBalOLUME pa3BrieyveHus,
o0beauMHALWME COTHM ThICAY YernoBek no Bcemy mupy. Vrpoku nceneayot AaHHbI UM
Mup, obLwialoTcs Apyr C OPYroM, BbINOSHAKT 3a4aHus, cpaxkaktTcss C MOHCTpaMu n
nony4aroT onbIT. 3a yA0BOMNbCTBME OHU NAATAT: MOKYNaT ANCK, OnnavymMBaoT aboHEMEHT
nnu npuobpeTaroT Kakne-To onuumn.

Bce aTu cpeactBa uayT Ha nogdepXaHue M pasBUTUE UrPbl, a Takke Ha camy
6e30MacHOCTb: COBEPLLEHCTBYHTCA CUCTEMbI aBTOPU3aLMNK, BbINMYCKAOTCS HOBbIE MaTyu
(umdpoBble 3annaTtku 4ns NPorpamMmMm), 3aKpbiBatOTCA YA3BUMOCTM CEPBEPOB.

B nogobHbIX urpax CTOMT onacaTbCA He CTOSIbKO CBOMX COMEPHUKOB, CKOMBbKO KpaXku
TBOEro napons, Ha KOTOPOM OCHOBaHa cMcTeMa aBTopu3aummn 6OMbLWMHCTBA Urp.
OcHoBHbIe coBeTbI N0 6E30MacHOCTMN TBOErO UMPOBOrO akkayHTa:

1. Ecnu gpyron nrpok BegeT cebsi nnoxo nnu cosgaet Tebe HenpUATHOCTH, 3abnoknpymn
€ro B CMCKe UrPOKOB;

2. Tloxanynca agMuyHUCTpaTopaMm Wrpbl Ha Mfoxoe roBedeHWe 3TOro Urpoka,
XenaTtenbHO NPUNOXUTb Kakne-To gokasaTernbCTBa B BUAE CKPUHOB;

3. He ykasbiBaun Nn4Hyt0 MHGOpMauuio B npodpamnne urpsbl;

4. YBaxan Opyrnx y4aCTHUKOB MO Urpe;

5. He yctaHaBnuBan HeouumanbHble NaTin n Moabl;

6. Acnonb3yn CNoXxHble 1 pasHble Naponu;

7. Oaxe BO BpeMsi Urpbl He CTOUT OTKNOYaTb aHTMBMpPYC. [Moka Tbl urpaelb, TBOW
KOMMNbIOTEP MOTYT 3apasunThb.

PULWIMHT UNK Kpaka NNYHbIX JaHHbIX



OObl4HOM Kpaxkeh OeHer U [OKYMEHTOB CErofHsi YXXe HUKOro He yauBULLIb, HO C
pasBUTMEM WHTEPHET-TEXHOMNOMN 3MOYMbILLIIEHHUKN NEPEMECTUNIUCE B WUHTEPHET, Y
npoaosKarT 3aHMMaTbes "nobumsiM" genom.

Tak nosiBunacb HoBasi yrpo3a: UHTEPHET-MOLLUEHHNYECTBa U (OULLKHT, FMaBHas uerb
KOTOPOro COCTOUT B NOSTyYEHUN KOHPUAEHLUMAbHbIX aHHbIX NONb30BaTENen - IOrMHOB
n naponen. Ha anrnuiickom sa3bike phishing uitaetcs kak dpuwmHr (ot fishing - pbibHas
noens, password - naposb).

OcHoBHble coBeTbl No 6bopbbe ¢ PULLNHIOM:

1. Cnegn 3a cBOMM akkayHTOM. Ecnu Tbl nogo3peBaellb, Y4TO TBOS aHkeTa Obina
B3NloMaHa, To HeobxoaMmo 3abroKkMpoBaThb €€ 1 COObLLNTL agMUHUCTPaToOpam pecypca
00 3TOM Kak MOXHO CKOpee;

2. Ncnonb3yn 6e3onacHble Be6-canThbl, B TOM YMCIE, MHTEPHET-MarasmHoB U NOUCKOBbIX
cucTem;

3. Ncnonb3yn CnoxHble 1 pasHble naponu. Takum obpasom, ecnv 1ebs B3nomaroT, To
3M10YMbILLMEHHMKN NonyYaT AOCTYN TOMbKO K OAHOMY TBOEMY NMPOUIIIO B CETU, @ HE KO
BCEM,;

4. Ecnn Tebs B3nomanu, To HeobxoamMmo npeaynpeanTb BCEX CBOMX 3HAKOMbIX, KOTOPbIE
pobaeneHbl y Tebs B Apy3bsX, O TOM, 4TO Tebs B3rioManu 1, BO3MOXHO, OT TBOETO MMEHHN
OyaeT paccbinaTbCsa cnam 1 CCbIfIKM Ha PULLNHIOBbIE CanTbl;

5. YctaHoBu HagexHbin naponb (PIN) Ha MobunbHbIn TenedoH;

6. OTkNo4YKN coxpaHeHne naponsa B bpaysepe;

7. He oTkpbiBan dannbl U gpyrne BIIOXKEHUS B NMUCbMax, AaxXe ecriv OHW npunim ot
TBOMX Apy3en. Jlyylle yTOYHM Yy HUX, OTNPaBnsanu fiv oHn tebe atn pansbl.

Lindposaga penyraums

LindppoBas penytaums - 3T0 HeEraTMBHasa Uiy No3nTUBHaA MHdopmMaums B cetu o Tebe.
KomnpomeTupytowaa nHpopmaumns, pasMelleHHas B UHTEPHETE, MOXET Cepbe3HbIM
obpa3om oTpasnTbCs Ha TBOEW pearnbHOM XU3HW. "Lindposas penyTtaums” - 310 TBOM
UMUK, KOTOPLIN opMUpyeTcsa n3 nHgopmauum o Tebe B UHTEPHETE.

TBOe MeCcTO XuTenbcTBa, Yy4ebbl, TBOe (PMHAHCOBOE MOMOXeHUe, OCOBEHHOCTU
Xapaktepa u pacckasbl 0 65IM3KnX - BCe 3TO HaKanMBaeTCs B CETU.

MHorne noapoCTKM NErkoMbICIIEHHO OTHOCATCS K Ny6nukauum nMYHOW MHopmaummn B
NHTepHeTe, He NOHMMasi BO3MOXHbIX NOCNeACTBUA. Tbl JaXe He CMOXeLlb AoragaTbCs
0 TOM, 4YTO poTorpadus, pasmeLleHHas 5 net Hasag, crana NpUYMHOM oTKasa MPUHSATb
Tebsa Ha paborTy.

KoMmmeHTapuu, pasmelleHne TBouX doTtorpacdovi v apyrme OencTBus MOryT He
NCYE3HYTb Jaxe Mnocre TOoro, Kak Tbl UX yAanuwb. Tbl HE 3HaeELUb, KTO COXpaHumn aTy
MHOpMaUuio, Nonasna v OHa B MOUCKOBbLIE CUCTEMBI M COXPaHUIAch N OHa, a rnaBHoe:
4yTO nogymarT O Tebe OoKpyxawlwme nav, KOTOpble HanayT U yBUMAOAT 3TO. Hantu
MHOPMAaLMIO MHOIO JIET CMYCTS CMOXeT NbOoN - Kak n3 Aobpbix NOBYXOEHUI, Tak U C
HamMepeHneM NPUYMHUTL Bped. ITO MOXET OblTb KTO YrOAHO.

OcCHOBHbIEe COBETLI MO 3aLMTe LNMGPPOBON penyTaumnm:

1. Nogyman, npexae 4em 4TO-TO NybrMkoBaTb M nepegaBaTb y cebst B 6riore vnn B
coumanbHON CeTH;

2. B HacTpownkax npounga yCTaHOBWU OrpaHUYeHust Ha NpoCcMOTp TBOEro npoduns un ero
coOepXUMOoro, caenam ero Tonbko "anga gpysen”;

3. He pasmewan n He ykasbiBan MHpOpMaLMO, KOTOpasa MOXET KOro-nmbo ockopbnatb
nnm obmxaTb.

ABTOpCKOE npaBo

CoBpeMeHHbIe LLKOMBbHUKM - aKTUBHbIE MONb30BaTENU LMPPOBOro MNPOCTPaHCTBA.
OpHako ganeko He BCe 3HaKoT, YTO NOSIb30BaHME MHOMMMW BO3MOXHOCTAMU LIMGPOBOro
Mupa TpebyeT cobnogeHns npaB Ha MHTeNNeKTyanbHyt0 CO6CTBEHHOCTb.



TepMuH "mHTennekTyanbHad COOGCTBEHHOCTL" OTHOCUTCA K Pa3fiMyHbIM TBOPEHUSIM
4YenoBEeYeCKoro yma, HadvMHasi C HOBbIX W306peTeHu WM 3HakoB, O6O03HavalLnX
COOCTBEHHOCTb Ha NPOAYKTbI WM YCIyrM, W 3akaH4YmBasi KHuramu, doTtorpadmsmu,
KMHOUIIbMaMn N My3blKanbHbIMU NPOU3BEAEHNSMN.

ABTOpPCKME NpaBa - 3TO NpaBa Ha UHTENNEeKTyanbHyt0 COOCTBEHHOCTb Ha NPOUN3BEAEHMS
HayKku, nuTepaTtypbl U UCKycCTBa. ABTOPCKME MpaBa BbICTYNAKT B Ka4eCTBe rapaHTuu
TOro, YTO MHTENNEKTYanNbHbIN/TBOPYECKUI TPYA aBTOpa He ByaeT HanpacHbIM, AacT eMy
cnpaBefsiMBble BO3MOXHOCTWU 3apaboTaTb Ha pesynbTaTax cBOero Tpyga, NnosyyunTb
N3BECTHOCTb N Npu3HaHune. H1kTo 6e3 paspelueHns aBTopa He MOXET BOCMPOM3BOAUTb
ero npovssefeHne, pacnpocTpaHATb, MNy6rMYHO [AeMOHCTpupoBaThb, NpoAaBaThb,
MMNOPTUPOBATb, MyckaTb B MpokaTt, NyOrmMyHO WMCMOMHATb, NOKa3blBaTb/UCMOMHATbL B
adupe unu pasmeLllatb B IHTepHeTe.

Ncnonb3oBaHme "nupatckoro” nporpammMHoOro obecneveHnst MOXeT NpUBECTU K MHOTUM
puckam: OT NOTepu AaHHbIX K TBOMM akkayHTam 40 6nOKMPOBKM TBOErO YCTPOWCTBA, rae
yCTaHOBMEHa HeneranbHasa nporpamma. He ctouT Takke 3abbiBaTb, YTO CYyLLECTBYOT
neranbHble 1 6ecnnaTHble NPOrpaMmbl, KOTOPbIE MOXHO HANTWN B CETU.

O nopTtane

CeTeBUYOK.ph - TBOM rMaBHbIA COBETYMK B CETU. 34eCb Tbl MOXeEWb Yy3HaTb O
B©e3onacHOCTM B CETU MOHATHbIM U OOCTYMNHbIM A3bIKOM, a MpU BO3HUKHOBEHWUN
KPUTUYECKON cuTyaumm obpatuTbCs 3a COBETOM. A Takke NMPUHATbL y4acTue B KOHKypcax
N cTaTb camMmbIiM LMPPOBLIM rpaxxgaHUHOM!



